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Absolute bandwidth, 72

Accept policy, TCP, 681

Access control, WPA, 738-739
Access point (AP), 802.11 model, 532
Acknowledge policy, TCP, 682

Acknowledged connectionless service,

LLC, 460, 461
Acknowledgement (ACK), 58, 215,

216, 218, 219, 540, 542, 677, 679

frame, 215
IEEE 802.11 MAC, 540, 542
negative, 216
number, TCP, 677, 679
packet, 58
positive, 216
receive ready (RR), 218,219
reject (REQ), 218,219
Active attacks, 702, 704-705. See also
Message authentication
Ad hoc networking, 526
Adaptation layer (AAL), ATM, 330
Adaptive equalization, 426427
Adaptive routing, 360-362
Additional records section, DNS
messages, 783, 784

Address field, 224, 323, 579-582, 590-591

destination, IP, 597, 591
dotted decimal notation, 580
extension (EA), frame relay, 323
flow label, IPv6, 590, 591-592
HDLC, 224
Internet Protocol (IP), 579-582
IPv6, 590-591
network classes, 1P, 579-580
source, IP, 579,590
subnets and subnet masks, 580-582
Address mask request/reply message,
ICMP, 585
Address Resolution Protocol (ARP),
585-586
Addresses, 25, 37, 38, 541, 558
IEEE 802.11 MAC, 541
1P, 25
PDU control information, 558
subnetwork, 38
TCP, 37
Addressing, 18, 45, 208, 562-564,
657-658
anycast, 593
broadcast, 564
connection identifiers, 564
data link control protocol, 208
defined, 18
global applicability, 563
global nonambiguity, 563
Host, 653
IPv6, 592-593
level, 563
mode, 564
multicast, 564, 593
network service, 657-658
OSI model, 45
Port, 653
protocol function, 562-564
scope, 563
socket, 658
unicast, 564, 592
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Admission control, ISA, 629, 630

ADSL, see Asymmetrical digital
subscriber line (ADSL)

Advanced Encryption Standard
(AES), 707-710

Advanced Mobile Phone Service
(AMPS), 427-429

control channels, 428-429

operation, 428

reverse control channels (RCCs),
428-429

spectral allocation, 427-428

Aggregate peak demand, VPC, 401402

Aggregator field, BGP, 620-621

Alert Protocol, 730

Algorithms, 362-367, 367-372, 470,
472-473, 486, 550, 629, 686688,
689-690, 705-710, 718-720,
723-726, 803-805

Advanced Encryption Standard
(AES), 707-710

ARAPNET, 362-367

Bellman-Ford, 370-371, 371-372

Data Encryption Standard (DES),
707

decryption, 706

Dijkstra’s, 368-370, 371-372

encryption, 705, 707-710, 723-726

Jacobson’s, 686-688

Karn’s, 689-690

least-cost, 367-372

MPEG video compression, 803-805

nonpersistant CSMA, 486

routing, 362-367, 367-372, 629

RSA public-key encryption, 723-726

Secure Hash, 718-720

spanning tree, 470, 472-473

Wired Equivalent Privacy (WEP),
550

ALOHA, 485

Alternate mark inversion (AMI)
coding, 268

Amplitude modulation (AM), 169-171

Amplitude shift keying (ASK), 139,
151-152

AMPS, see Advanced Mobile Phone
Service (AMPS)

Analog, 66, 67, 78-86, 139, 140-141,
151-161, 162-168, 168-175,
246-247, 427-429. See also
Encoding

audio data, 78, 81-82
carrier systems, FDM, 246-247
cellular wireless networks, 427-429
clarification of term, 66, 78
data, 78-86, 140-141, 162-168,
168-175
encoding, data and signal combina-
tions, 139, 140-141, 151-161,
162-168, 168-175
integration with digital data, 86
signal, 67, 80-86, 140-141, 151-161,
168-175
signaling, 139
transmission, 84-85
video data, 78-79, 82
Anchor frame, video compression, 805
Angle modulation, 171-174

Answer section, DNS messages, 783,

Antennas, 117-119, 119-120, 125-129,

129-133
atmospheric absorption, 132
defined, 117
effective area, 118
free space loss, 129-132
gain, 118-119
ground wave propagation, 125
isotropic, 117
line of sight (LOS), 125-129,
129-133
parabolic reflective, 117-118
sky wave propagation, 125
terrestrial microwave, 119-120
wireless propagation of, 125-129
wireless transmission by, 113-119

Anycast addresses, 593
Aperiodic signal, 68, 837, 839-840

bandwidths, 837, 839-840

defined, 68

Fourier transform representation of,
837, 839-840

power spectral density (PSD), 837,
839-840

Application layer, TCP/IP, 36
Application-defined packet, RTCP,

828, 831

ARAPNET, 362-367

delay metrics, 366-367

first generation routing algorithm,
362-364

second generation routing algo-
rithm, 364

third generation routing algorithm,
364-367

Architecture, 25-29, 32-61, 321-322,

329-330, 457-465, 466, 468, 503,
531-533, 604, 625-636, 636645,
728, 762-764, 821-822

application-level framing, 821-822

ATM protocol, 329-330

bridge protocol, LAN, 466, 468

Differentiated Services (DS), 604,
636-645

Fibre Channel protocol, 503

frame relay protocol, 321-322

IEEE 802.11, 531-533

integrated layer processing, 822

Integrated Services (ISA), 604,
625-636

Internet, 25-29

LAN protocol, 457-465

multimedia, 48-53

Open Systems Interconnection
(OSI) model, 42-44

protocol, 32-61

RTP protocol, 821-822

Secure Socket Layer (SSL), 728

Simple Network Management
Protocol (SNMP), 762-764

TCP/IP protocol, 34-42

Wireless Fidelity (Wi-Fi) Alliance,
532

wireless LANs (WLAN), 531-533

ARAQ, see Automatic repeat request

(ARQ)



AS, see Autonomous system (AS)
AS_Path attribute, BGP, 620, 621, 622
Association-related services, 802.11
model, 535
Assured forwarding (AF) PFB, 644-645
Asymmetric, defined, 265
Asymmetrical digital subscriber line
(ADSL), 265-268
design, 265-267
discrete multitone (DMT), 267-268
quadrature amplitude modulation
(QAM), 267
Asynchronous balanced mode (ABM),
222
Asynchronous response mode (ARM),
222
Asynchronous transfer mode (ATM),
8,23-24, 296, 328-350, 394406,
406-408
adaptation layer (AAL), 330
cell-based physical layer, 340-343
cell delay variation (CDV), 395-398,
402-403
cells, 330, 335-340, 340-345
congestion control, 394-406,406-408

connection admission control,
402-404

constant bit-rate (CBR), 402-403

control plane, 330

Forum, 8

Generic Flow Control (GFC), 336,
338-339

guaranteed frame rate (GFR),
406-408

Header Error Control (HEC), 338,
339-340

introduction to, 296, 329

latency/speed effects, traffic control,
395

logical connections, 331-335
management plane, 330
non-real-time service, 345, 346-348
peak cell rate (PCR), 402-403
protocol architecture, 329-330
real-time service, 345-346
recommended reading and Web
sites, 348-349
resource management, 400-402
SDH-based physical layer, 343-345
selective cell discard, 405
services, 345-348
sustainable cell rate (SCR), 402-403
Synchronous Digital Hierarchy
(SDH), 329, 343-345
traffic management, 394406
traffic shaping, 405-406
transmission of cells, 340-345
usage parameter control (UPC),
404-405
use of, 23-24
user plane, 330
variable-bit rate (VBR), 402-403
virtual paths, 400-402
Asynchronous transmission, 181,
182-185
defined, 181
framing error, 184
idle state, 183
stop element, 183
ATM, see Asynchronous transfer
mode (ATM)
Atmospheric absorption, 132
Atomic_Aggregate field, BGP, 620-621

Attacks, 702, 704-705, 706
active, 702, 704-705
brute-force, 706
cryptanalysis, 706
passive, 702, 704
Attenuation, 86-87, 88, 99, 108, 129-133
atmospheric absorption, 132
free space loss, 129-132
guided transmission impairment, 108
intersymbol interference, 87
multipath interference, 132
scattering, 116, 132
signal strength, 99
transmission impairment, 86-87, 88
wireless line-of-sight impairment,
129-133
Audio, 50, 78, 81-82, 801-802
analog data, 78, 81-82
compression, 801-802
media type, 50
pulse-code modulation (PAM), 801
transmission, 81-82
Audio type, MIME, 757
Authentication, 550, 588, 737-738. See
also Message authentication
header, IPv6, 588
IEEE 802.11, 550
WPA, 737-738
Authentication Header (AH), IPSec,
599, 734-736
Authenticity, defined, 703
Authority section, DNS messages, 783,

Automatic repeat request (ARQ),
216-221,236-238
continuous, 217
damaged frames, 219
error control, 216-221, 236-238
go-back-N, 217-221, 238
performance of, 236-238
receive ready (RR) acknowledge-
ment, 218, 219
reject (REQ) acknowledgement,
218,219
selective-reject, 221, 237
stop-and-wait, 217, 237
Autonomous system (AS), 614-616,
623-625
characteristics of, 614-615
exterior router protocol (ERP), 616
interior router protocol (IRP),
615-616
OSPF example of, 623-625
Aux Data Length, IGMP, 613
Auxiliary Data field, IGMP, 613
Availability, defined, 703
Available bit rate (ABR), 345, 347

B
Backbone LANS, 15, 450-451, 485,
527-528
function of, 450-451
high-speed local, 15, 485
wireless connection to, 527-528
Backend networks, 448-449
Backpressure, 384
Backus-Naur Form (BNF), 788-790
Backward explicit congestion
notification (BECN), 393
Balanced configuration, HDLQ, 222
Bandwidth, 72-78, 79, 92-93, 104, 158,
439, 837, 839-840
absolute, 72
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aperiodic signals, 837, 839-840
channel capacity, 92-93
data rate and, relationship between,
72-78
defined, 72
effective, 72
efficiency, 158
interlacing, 79
Nyquist, 92-93
3G cellular systems, 439
transmission media and, 104
Barker sequence, DSSS, 544
Base station, cellular networks, 415
Baseband signal, 140
Base64, transfer encoding, 758-760
Basic services set (BSS), 532
Battery power consumption, wireless
LANSs, 528
Bellman-Ford algorithm, 370-371,
371-372
Best-effort service, 347
BGP, see Border Gateway Protocol
(BGP)
Binary data, 82-83
Binary phase-shift keying (BPSK),
154-155,277-278, 282-284
FHSS using, 277-278
FSSS using, 282-284
signal encoding scheme, 154-155
Biphase encoding technique, 147-148
advantages of, 147-148
differential Manchester, 147
digital data, digital signal encoding,
147-148
Manchester code, 147
Bipolar-AMI scheme, 146
Bipolar with 8-zeros substitution
(B8ZS), 150
Bit error rate (BER), 142
Bit length, data link, 211
Block code principles, 197-201
code rate, 199
coding gain, 200201
design of, 200
Hamming distance, 197
redundancy, 199
Block-coding methods, 511
Border Gateway Protocol (BGP),
618-623
functions, 618-619
internetwork routing, 618-623
messages, 619-621
neighbor acquisition, 618
neighbor reachability, 618
Network Layer Reachability
Information (NLRI) field, 620,
622
network reachability, 619
Notification Message, 621
Path Attributes field, 620-621
routing information exchange,
621-623
Total Path Attributes Length field,
620
Bottom-up approach, 3-5
Bridges, 465-473, 567
address learning, 471-472
fixed routing, 468471
frame forwarding, 471
functions of, 466, 467
internetworking, 567
LAN use of, 465-473
protocol architecture, 466, 468
spanning tree, 470, 471-473
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Broadcast addressing, 564

Broadcast radio, see Radio

Broadcast storm, 477

Broadcast strategy, multicasting,
606-607

Buffer management, GFR, 407

Bus topology, 447, 451-453, 454

Cable, 112, 264-265
coaxial, 112
modem, 264-265
headend, 264
Cache, HTTP, 788
Call establishment, VCC and VPC, 332
Call functions, MTSO, 421-422
Call sequence integrity, VCC and
VPC, 334
Capacity utilization, digital
transmission, 86
Carrier extension, Gigabit Ethernet,
5

Carrier sense multiple access (CSMA),
486-490
collision detection, with
(CSMA/CD), 483, 488-490
nonpersistent CSMA algorithm, 486
1-persitent protocol, 487
p-persistent protocol, 487-488
Carrier sense multiple access with
collision detection
(CSMA/CD), 483, 488-490,
517-518
backoff, 488
binary exponential backoff, 490
description of, 488490
model, high-speed LANs, 517-518
operation, 489
Carrier signal, 139
Carrier systems, 246-247, 253-255
analog, 246-247
digital, 253-255
FDM, 246-247
pulse code modulation (PCM), 254
signaling bit, 254
subcarrier, 243
TDM, 253-255
CDMA, see Code division multiple
access (CDMA)
Cell-based physical layer, ATM,
340-343
Cell delay variation (CDV), 395-398,
402-403
ATM networks, 395-397
connection admission control,
402-403
UNI, 397-398
Cell Loss Priority (CLP) bit, ATM, 337
Cell sectoring, cellular capacity, 418
Cell splitting, cellular capacity, 417
Cells, ATM, 330, 335-340, 340-345,
395-398, 399, 402-403
cell-based physical layer, 340-343
cell delay variation (CDV), 395-398,
402-403
Cell Loss Priority (CLP), 337
controlled cell transfer (CCT),
ATM, 330
defined, 330
Generic Flow Control (GFC), 336,
338-339
Header Error Control (HEC), 338,
339-340
header format, 336-338

insertion time, 399
Payload Type (PT), 337
SDH-based physical layer, 343-345
transmission of, 340-345
use of, 335
Virtual Channel Identifier (VCI),
337
Virtual Path Identifier (VPI), 336
Cellular wireless networks, 296,
413-443. See also Mobile
communication
Advanced Mobile Phone Service
(AMPS), 427-429
analog, 427-429
base station, 415
capacity, 417-419
channel access, 429
code division multiple access
(CDMA), 429-436
control channels, 420
design considerations, 430-431,
438-440
digital traffic channels, 429
encryption, 429
error detection and correction, 429
fading, 424-427
first-generation systems, 427-429
frequency reuse, 416417
introduction to, 296, 414
mobile radio propagation effects,
422-424
mobile telecommunications switch-
ing office (MTSO), 419-422
operation of systems, 419-422
organization, 415-419
paging, 421, 433
principles of, 415-427
recommended reading and Web
sites, 440-441
second generation systems, 429-436
third generation (3G) systems,
432-440
traffic channels, 420, 429, 433
Center frequency, 77
Central office (CO), defined, 27,28
Centralized server farms, 1415
Change Cipher Spec Protocol, 730
Channel capacity, 91-96
bandwidth, 92
data rate, 91
defined, 91
Eb/NO expression, 94-96
error rate, 92
noise, 93
Nyquist bandwidth, 92-93
Shannon formula, 93-94
signal-to-noise ratio (SNR), 93-94
Channel structure, IEEE 802.11a, 545
Channels, 243, 250, 335, 417, 420,
428-429, 432-433. See also Fibre
Channel
access, cellular networks, 429
adding new, cellular, 417
AMPS, 428-429
cellular wireless networks, 417, 420
control, 420, 428-429
digital traffic, 429
FDM, 243
1S-95 CDMA, 432-433
meta-signaling, 335
paging, 433
pilot, 433
reverse control (RCC), 428-429
synchronization, 433
TDM, 250

traffic, 420, 429, 433
user-to-network signaling virtual,
335

user-to-user signaling virtual, 335
Check bits, 187-188
Checksum, 38, 583, 611, 613, 679
ICMP, 583
IGMP, 611, 613
TCP, 38, 679
Chip rate, 3G cellular systems, 439
Chipping signal, 279
Choke packet, 384-385
Circuit switching, 23, 295, 298, 301-304,
304-307, 307-309, 315-317
concepts, 304-307
control unit, 305
data transfer, 301
defined, 298
digital switch, 304-305
disconnect, 301
establishment, 301, 303
media gateway (MG), 308-309
media gateway controller (MGC),
308-309
network interface, 305
networks, 23, 301-304
node delay, 315-316
packet switching, comparison to,
315-317
private branch exchange (PBX), 305
propagation delay, 315-316
public telecommunications network,
302-303
softswitch architecture, 307-309
space division switching, 305-307
time division switching, 307
transmission time, 315-316
use of, 23, 295, 298
Circuits, 310, 303, 310, 321-313, 318-319
disconnect, 301
establishment, 301, 303
virtual, 310, 321-313, 318-319
Classifier, DS traffic conditioning
function, 642-643
Clear to Send (CTS), IEEE 802.11
MAC, 540, 542
Client, SIP, 812
Clocking, 143-144
Coaxial cable, 112, 456
baseband, 456
broadband, 456
guided transmission media, 112
Code, 147, 162-165, 187-188, 196-201,
254,275,276, 287-290, 558,
715-716. See also Digital signal
encoding; Encoding
block code principles, 197-201
division multiple access (CDMA),
275,276, 287-290
division multiplexing (CDM), 276
error-correcting, 196-201
error-detecting, 187-188, 558
Manchester, 147
message authentication (MAC),
715-716
pulse code modulation (PCM),
162-165 , 254
rate, 199
redundancy, 199
Code division multiple access
(CDMA), 275, 276, 287-290,
429-436
advantages for cellular network,
430

cellular systems, 429-436



defined, 275
DSSS, use for, 289-290
forward link, 432-434
frequency diversity, 430
graceful degradation, 430
1S-95 scheme, 432-436
mobile wireless design, 430-431
multipath resistance, 430
near-far problems, 430
orthogonal property, 288
principles of, 287-289
privacy, 430
RAKE receiver, 431
reverse link, 435-436
self-jamming, 430
use of, 276

Code division multiplexing (CMA),

276

Codec (coder-decoder), 162
Codeword, defined, 197
Coding, 545-546, 804
Huffman, video compression, 804
IEEE 802.11a, 545-546
Collocated network operation, wireless
LANSs, 528
Color subsampling, video compression,

Combined station, HDLQ, 222
Commands, SMTP, 748
Committed burst size, 391
Committed information rate (CIR),
frame relays, 390-392
Communications network, 299-300
defined, 299
nodes, 299, 300
public telecommunications, 302-303
stations, 299
switched, 299-300
Complementary code keying (CCK),
547-548
Compression, 52, 729, 800-808
audio, 801-802
lossless, 801
lossy, 801
Moving Pictures Experts Group
(MPEG), 801
multimedia, 52, 800-808
pulse amplitude modulation (PAM),
801

pulse code modulation (PCM), 801
SSL Record Protocol, 729
video, 803-808
Computer-aided design (CAD), 15
Computer Emergency Response Team
(CERT) Coordination Center
(CERT/CC), 732
Computer security, 703
Confidentiality, 703, 705-713. See also
Symmetric encryption
Configuration, 29-31, 201-203, 222,
495, 528, 529-530
balanced, HDLQ, 222
diffused, IR LANSs, 530
dynamic, LANs, 528
Ethernets, mixed, 495
example of, 29-31
infrared (IR) LANs, 529-530
line, 201-203
omnidirectional, IR LANs, 529
spread spectrum LANs, 530
unbalanced, HDLQ, 222
Confirm primitive, 47
Confirmed service, defined, 48
Conformance, GFR, 408
Congestion, adaptive routing, 360

Congestion avoidance, frame relays,
389, 393-394
Congestion control, 296, 377-412,
640-641, 683-693, 826
ATM traffic management, 394-406
ATM-GFR traffic management,
406-408
backpressure, 384
choke packet, 384-385
DS queuing, 640-641
dynamic window sizing, 691
effects of, 379-383
explicit signaling, 385-386, 389,
393-394
exponential average, 684—686
exponential RTO backoff, 688-689
fast recovery, 693
fast retransmit, 691-693
frame relays, 388-394
ideal performance, 381-382
implicit signaling, 385, 389
introduction to, 296, 378-379
Jacobson’s algorithm, 686-688
Karn’s algorithm, 689690
packet-switching networks, 387-388
practical performance, 382-383
recommended reading, 409
retransmission timer (RTO), 686
retransmission timer management,
683-690
RTP Control Protocol (RTCP), 826
round-trip time (RTT), 684
RTT variance estimation, 686-688
simple average, 684
slow start, 690-691
TCP, 683-693
techniques, 383-386
traffic management, 386387,
389-392, 394-406, 406408
traffic rate management, 389-392
window management, 690-693
Congestion recovery, frame relays, 389
Connection, 399, 402-404, 559-561,
564, 663-665, 673-674, 680,
749-750, 751
admission control, ATM, 402-404
connection closing, SMTP, 751
control, protocol function, 559-561
duration, traffic and congestion con-
trol, 399
establishment, 663, 680
identifiers, addressing, 564
logical, ATM, 331-335
reliable network transport, 663—665
retransmit-SYN timer, 670
setup, SMTP, 749-750
TCP, 680
termination, 663-665, 673-674, 680
three-way handshake procedure,
671-673
unreliable network transport, 673-674
Connection-mode service, LLC, 460,
461
Connection-oriented mechanisms, see
Network service
Connectionless operation, 460-461,
568-569, 570-571
acknowledged service, 460, 461
internetworking, 568-569
IP approach, 570-571
unacknowledged service, 460461
Constant bit rate (CBR), 336, 345, 346,
402-403
connection admission control,
402-403
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GFC mechanism, 336
real-time service, 345, 346
Content types, MIME, 753-757
Contention, MAC traffic approach,
464
Contention-Free (CF)-end, IEEE
802.11 MAC, 542
Contributing source (CSRC), 824-825
count, 824
identifier, 825
Control channels, cellular wireless
networks, 420
Control field, 224, 464
HDLC, 224
MAC, 464
Control frames, 802.11 MAC, 541
Control module (SM), wireless LANs,
524

Control plane, 321, 330
ATM, 330
frame relay, 321
Control signaling, 335
Control unit, circuit switching, 305
Controlled cell transfer (CCT), ATM,
330

Controlled load service, ISA, 633

CRC, see Cyclic redundancy check
(CRC)

Cross-building interconnect, wireless
LANS, 525

Crosstalk, 90

CSMA, see Carrier sense multiple
access (CSMA)

CSMA/CD, see Carrier sense multiple
access with collision detection
(CSMA/CD)

Customer premises equipment (CPE),
defined, 26-27, 28

Cut-through switch, 476

Cyclic redundancy check (CRC),
189-196

digital logic, 194-196
polynomial division, 192-193
modulo 2 arithmetic, 189-192

D
Damaged frame, 216
Data, defined, 78
DATA command, SMTP, 750
Data communications, 1-8, 9, 10-31,
62-64, 65-101, 102-137,
138-179, 180-206, 207-238,
239-273,274-294. See also
Digital data communication;
Encoding; Signals
bottom-up versus top-down ap-
proaches to, 3-5
capacity requirements, 14
configuration, example of, 29-31
corporate wide area networking
(WAN), 15
course emphasis, 3
data link control, 207-238
digital, 180-206
digital electronics, 15-16
encoding, 138-179
high-speed LANSs, emergence of,
14-15
industry standards, 6-8
Internet, 25-29
introduction to, 11
model of, 16-18, 19-20
multiplexing, 239-273
networking and, 12-16
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Data communications (cont.)
networks, 22-24
outline of book, 2
overview of, 9
reader’s and instructors guide, 1-8
services, 12-13
spread spectrum, 274-294
traffic, 12
transmission, 17, 20-21, 65-101,
102-137, 182-186
trends, 12-13
Web and Internet resources, 5-6
Data Encryption Standard (DES), 707
Data field, IP protocol, 579
Data frame, 214-215, 542
802.11 MAC, 542
flow control using, 214-215
Data integrity, digital transmission, 86
Data length, 574, 577
IP fragmentation and reassembly,
574
IP protocol, 577
Data link connection identifier
(DLIC), frame relay, 323
Data link control protocols, 207-238
addressing, 208
automatic repeat request (ARQ),
216-221, 236-238
bit length of data link, 211
control and data on same link, 209
data link control, 207-238
defined, 208
error control, 208, 216-221
flow control, 208, 209-216, 232-236
frame synchronization, 208
high-level data link control
(HDLC), 222-228
introduction to, 208-209
link management, 209
performance issues, 232-238
recommended reading, 228-229
sliding-window flow control,
212-216, 234-236
stop-and wait flow control, 210-212,
232-234
Data networks, congestion control in,
377-412
Data Offset, TCP, 677
Data packet, 58
Data signaling rate, 141
Data stream push, 675
Data transfer, 226, 301, 322-323, 680,
822-826
circuit switching, 301
fixed header, RTP, 824-826
frame relay, 322-323
HDLC, 226
mixer, RTP,
RTP protocol, 822-826
sessions, RTP, 823
TCP, 680
translator, RTP, 824
user, 322-232
Data transmission, 65-101, 138-179
analog, 78-86, 162-168, 168-174
audio, 78, 81-82
binary, 82-83
capacity utilization, 86
channel capacity, 91-96
concepts and terminology of, 67
data integrity, 86
data rate and bandwidth, relation-
ship between, 72-78
decibels and signal strength, 99-101
defined, 78

digital, 78-86, 141-151, 151-161
encoding, 138-179

frequency, 67, 68-69, 70-72, 77
impairments, 86-91

integration, 86

interlacing bandwidth, 79
introduction to, 66-67

key terms for, 141-142

privacy, 86

recommended reading and Web site,

security, 86
signals, 67-72, 78, 80-86, 86-91,
-101
text, 79
video, 78-79, 82-83
Data transparency, 224
Data types, SNMPv2, 767
Data Unit Identifier (ID), 574
Database, DNS, 777-778
Datagrams, 25, 38-39, 41, 310-311, 573.
See also Packets
Internet use of, 25
IP design, 573
lifetime, 573
packet switching, approach to, 310,
311
segments, IP, 38
UDP, 38-39
DCEF, see Distributed coordination
function (DCF)
Deauthentication, IEEE 802.11, 550
Decibels, 99-101
dBm (decibel-milliWatt), 101
dBmV (decibel millivolt), 101
dBW (decibel-Watt), 101
gain, 100
loss, 100
signal strength and, 99-101
Decision time and place, routing, 355
Delay, 52, 60, 87, 89, 315-316, 366-367,
395-398, 402-403, 514-517,
537-540, 628, 809-810
ARAPNET metrics, 366-367
cell delay variation (CDV), 395-398,
402-403
circuit and packet switching,
315-316
defined, 52
distortion, 87, 89
high-speed LANs, 514-517
inelastic traffic, 52, 628
interframe space (IFS), 537-540
intersymbol interference, 87
jitter, 809-810
node, 315-316
propagation, 315-316, 514-517
TFTP, 60
traffic management, ATM, 395-398,
402-403
transmission impairment from, 87,
89

transmission time, 315-316
variation, 52
Deliver policy, TCP, 681
Delivery, 534-535, 536, 561, 666
MAC service data units (MSDU),
534-535
ordered, 561, 666
reliable data, IEEE 802.11, 536
Delta modulation (DM), 165-167
Denial of service (DoS), 646, 704
Dense wavelength division
multiplexing (DWDM), 12,
247-248

Destination, defined, 17
Destination address, 38, 464, 490, 541,
577,591
IEEE 802.11 MAC, 541
1IEEE 802.3, (DA), 490
IP protocol, 577, 579
IPv6, 591
MAGC, 464
subnetwork, 38
Destination Options header, IPv6, 588,
595

Destination port, TCP, 37, 676
Destination unreachable message,
ICMP, 584
Differential encoding, 144-145
Differential Manchester, 147
Differentiated Services (DS)
architecture, 604, 636-645
codepoint, 639-640
configuration and operation of,
641-643
congestion control, 640641
fields, 639-641
Per-hop behavior (PHB), 642-645
queue service, 640
queuing disciple, 640
route selection, 640
service level agreement (SLA),
637-639
services of, 637-639
terminology for, 638
traffic conditioning functions,
642-643
use of, 604, 636637
Diffraction, mobile communication,
425
Digital, 68, 78-86, 139, 140, 141-151,
151-161, 162-168, 253-255,
304-305, 429. See also Digital
data communication; Encoding
binary data, 82-83
capacity utilization, 86
carrier systems, TDM, 253-255
clarification of term, 66, 78
data integrity, 86
data, 78-86, 140, 141-151, 151-161
integration with analog data, 86
International Reference Alphabet
(IRA), 79-80
privacy, 86
security, 86
signal, 68, 80-86, 140, 141-151,
162-168
signaling, 139
switch, 304-305
technology, 86
text, 79
traffic channels, 429
transmission, 85-86
Digital data communication, 180-206
asynchronous transmission, 181,
182-185
block code principles, 197-201
correction of errors, 181, 196-201
cyclic redundancy check (CRC),
189-196
detection of errors, 181, 186-196
errors, 186-201
full-duplex transmission, 203
half-duplex transmission, 202-203
introduction to, 181-182
line configurations, 201-203
parity check, 188-189
recommended reading, 203
synchronization, 181



synchronous transmission, 181,
182-183, 185-186
techniques, 180-206
topology, 201-202
Digital logic, 194-196
Digital signal encoding, 508-514
block-coding methods, 511
8B6T, 511-513
8B/10B, 513
4B/5B-NRZI, 508-510
high-speed LANs, 508-514
MLT-3 scheme, 510-511
nonreturn to zero inverted (NRZI),
508-510
64B/66B, 513-514
Digital signatures, 722-723
Digital versatile disks (DVDs), 15-16
Digitization, 162
Dijkstra’s algorithm, 368-370, 371-372
Direct broadcast satellite (DBS), 122
Direct current (dc) component, 72, 836
Direct link, defined, 67
Direct sequence spread spectrum
(DSSS), 275, 282-286, 289-290,
543, 544
Barker sequence, 544
BPSK, using, 282-284
CDMA use for, 289-290
defined, 275
exclusive-OR (XOR), use of, 282
IEEE 802.11 physical layer, 543, 544
performance considerations, 284-286
Directed-beam IR LANSs, 529
Discard eligibility (DE), frame relays,
390

Discard policy, IAS, 629
Discard strategy, frame relays, 389
Disconnect (DISC) frame, HDLC, 226
Discrete cosine transformation (DCT),
video compression, 803-804
Discrete multitone (DMT), 267-268
Disparity control, 8B/10B encoding,
513
Distance-vector routing, 616
Distributed coordination function
(DCF), 536, 537-540
interframe space (DIFS), 539
Mac sublayer, 536, 537-540
Distributed foundation wireless MAC
(DFWMAC), 536
Distribution system (DS), 532, 534-535
802.11 model, 532, 534-535
defined, 534
integration, 534-535
messages distributed within, 534-535
Diversity, 427, 430
fading, 427
frequency, 427, 430
space, 427
DNS, see Domain Name System
(DNS)
Domain, 67-70, 70-72, 775-777
defined, 775
frequency, 67, 70-72
Internet, 776
names, DNS, 775-777
signal transmission, 67-70, 70-72
time, 67-70
Domain Name System (DNS), 700,
774-784
database, 777-778
defined, 774
domain names, 775-777
messages, 782-784
name resolution, 782

operation, 779-784
recommended reading and Web site,
795-796
resource records (RRs), 777-778
server hierarchy, 779-782
use of, 700, 744
zone, 779-781
Don’t fragment identifier, IP protocol,

Dotted decimal notation, IP addresses,

Driver, MLT-3 encoding, 510

Dropper, DS traffic conditioning
function, 642-643

DS/ECN field, 578, 590

DSSS, see Direct sequence spread
spectrum (DSSS)

Duplicate detection, unreliable
network service, 667-668

Duration/Connection ID, IEEE 802.11
MAC, 541

Dynamic configuration, LANs, 528

Dynamic window sizing, TCP
congestion control, 691

E
Echo/echo reply message, ICMP,
584-585
Effective bandwidth, see Bandwidth
8B6T encoding, 511-513
8B/10B encoding, 513
Elastic traffic, 51-52, 625-628
ISA, 625-628
multimedia, 51-52
Electromagnetic spectrum, 105
Electromagnetic waves, 125
Electronic mail, 699, 744-760, 770-772
introduction to, 699, 744
Multi-Purpose Internet Mail
Extension Protocol, 744,
752-760
operation of, 745-747
recommended reading and Web site,
770-771
Simple Mail Transfer Protocol
(SMTP), 744, 745-752

Encapsulating Security Payload (ESP),

588,599, 736
IPSec protocol, 599
IPv6 header, 588
network security format, 736
Encapsulation, protocol function, 558
Encoder, MLT-3 encoding, 510
Encoding, 138-179, 508-514, 757-760,
804. See also Digital signal
encoding
amplitude modulation (AM),
169-171
amplitude shift keying (ASK),
151-152
analog data, analog signals, 140-141,
168-175
analog data, digital signals, 140,
162-168
analog signaling, 139
angle modulation, 171-174
baseband signal, 140
base64, 758-760
biphase, 147-148
bit error rate (BER), 142
carrier signal, 139
clocking, 143-144
codec (coder-decoder), 162
cost and complexity of, 144
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delta modulation (DM), 165-167

differential Manchester, 147

differential, 144-145

digital data, analog signals, 140,
151-161

digital data, digital signals, 140,
141-151

digital signal, LANs, 508-514

digital signaling, 139

8B6T, 511-513

8B/10B, 513

error detection, 144

evaluation of techniques, 142-144

frequency modulation (FM),
171-174

frequency shift keying (FSK),
152-154

introduction to, 139-141

Manchester code, 147

MLT-3, 510-511

modulation, 139-140, 141, 148-149,
162-165, 165-167, 169-171,
171-174

multilevel binary, 146-147

noise immunity, 144

nonreturn to zero (NRZ), 144-145,
508

nonreturn to zero inverted (NZRI),
508-509

performance of digital-to-analog,
158-160

phase modulation (PM), 171-174

phase shift keying (PSK), 154-158

pulse code modulation (PCM),
162-165

quadrature amplitude modulation
(QAM), 161

quoted-printable transfer, 757-758

recommended reading, 175

run-length, video compression, 804

sampling theorem, 162

scrambling, 149-151

signal interference, 144

signal spectrum, 143

signal techniques, 138-179

64B/66B, 513-514

transfer, MIME, 757-760

Encryption, 702, 705-713, 714,

720-727,729

Advanced Encryption Standard
(AES), 707-710

algorithms, 705, 707-710, 723-726

confidentiality and, 705-713

Data Encryption Standard (DES),
707

devices, location of, 710-711
key management, 726-727
message authentication and, 714
public-key, 702, 720-727
RSA algorithm, 723-726
SSL Record Protocol, 729
symmetric, 702, 705-713, 714
End system (ES), 566
Entities, HTTP, 794-795
Envelope, SMTP, 754
Error, 18, 58, 60, 92, 94-96, 142, 144,
163-164, 181, 184, 186-196,
196-201, 208, 216-221, 236-238,
426-427, 558, 621
adaptive equalization, 426-427
automatic repeat request (ARQ),
216-221,236-238
BGB Notification Message, 621
bit error rate (BER), 142
block code principles, 197-204
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Error (cont.)
burst, 186
channel capacity, 92, 94-96
check bits, 187-188
code for detecting, 187-188
codeword, 197
compensation mechanisms, fading,
426-427
correction of, 18, 181, 196-201
cyclic redundancy check (CRC),
189-196
damaged frame, 216
detecting code, 558
detection, 18, 144, 181, 186-196,
216
digital data communication,
186-201
digital logic, 194-196
Eb/NO expression, 94-96
forward correction, 426
framing, 184
lost frame, 216
modulo 2 arithmetic, 189-192
negative acknowledgement, 216
packet, 58
parity check, 188-189
polynomial division, 192-193
positive acknowledgement, 216
quantizing noise, 163-164
rate, 92, 94-96
retransmission after timeout, 216
single-bit, 186
TFTP, 60
Error control, 208, 216-221, 236-238,
338, 339-340, 561-562, 576
automatic repeat request (ARQ),
216-221, 236-238
data link control protocols, 208,
216-221
frames, 216-221
Header Error Control (HEC) field,
ATM, 338, 339-340
IP design, 576
protocol function, 561-562
Ethernets, 483, 485-500
ALOHA, 485
carrier sense multiple access
(CSMA), 486-490
collision, 485
CSMA/CD, 483, 488-490
defined, 483
Fast, 483, 493-493
full duplex operation, 494-495
Gigabit, 483, 495-497
IEEE 802.3, 485-495
MAC frame, IEEE 802.3 protocol,
490-492
medium access control (MAC),
485-492
mixed configurations, 495
100BASE-T4, 494
100BASE-X, 494
100-Mbps specifications, 493
precursors to, 485-488
10-Gpbs, 497-500
10-Mbps specifications, 492-493
Excess burst size, 391
Exchanges, 18, 302-303, 599, 621-623,
730-732
Handshake Protocol, 730-732
key, IPSec, 599
management, 18
public telecommunications network,
302-303
routing information, BGP, 621-623

Exclusive-OR (XOR), DSSS, 282
Expedited forwarding (EF) PHB,
643-644
Explicit Congestion Notification
(ECN) field, 578
Explicit congestion signaling, 385-386,
389, 393-394
backward, 385-386
backward explicit congestion notifi-
cation (BECN), 393
binary, 386
congestion avoidance, 389, 393-394
credit-based, 386
forward, 386
forward explicit congestion notifica-
tion (FECN), 393
rate-base, 386
Exponential average, TCP congestion
control, 684-686
Exponential RTO backoff, 688-689
Extended service set (ESS), 802.11
model, 533
Exterior router protocol (ERP), 616

F
Fabric, Fibre Channel network, 502
Facility requests, 38
Fading, 424-427
defined, 422
diffraction, 425
diversity, 427
error compensation mechanisms,
426-427
fast, 426
flat, 426
mobile environment, in, 424
multipath propagation, 424-426
reflection, 424
scattering, 425
selective, 426
slow, 426
types of, 426
Failure, adaptive routing, 360
Failure recovery, unreliable network
service, 674
Fairness, congestion traffic
management, 386-387
Fast Ethernet, 483, 493-493
Fast fading, 426
Fast forward/reverse searches, video
compression, 804
Fast recovery, TCP congestion control,
693

Fast retransmit, TCP congestion
control, 691-693
FDM, see Frequency division
multiplexing (FDM)
Federal Communications Commission
(FCC) licensing, 528, 530
FHSS, see Frequency-hopping spread
spectrum (FHSS)
Fiber optic transmission, see Optical
fiber transmission
Fibre Channel, 483, 500-504
elements, 502-503
fabric, 502
I/O channel requirements, 500-501
network channel requirements,
501-502
nodes, 502
prospects for, 504
protocol architecture, 503
topologies, 504
transmission media, 503

Fields, 223-224, 577-579, 611-613,
620-621, 676-679
BGP Path Attributes, 620-621
HDLC, 223-224
IGMP, 611-613
1P, 577-579
TCP, 676-679
File Transfer Protocol (FTP), 41, 48
First-in-first-out queuing (FIFO),
633-634
Fixed routing, 356-357, 468-471
Flag and Frame Check Sequence
(FCS) field, frame relay, 323
Flags, 223-224, 578, 677, 679
HDLC, 223-224
IP protocol, 578
TCP, 677, 679
Flat fading, 426
Flooding, routing strategy of, 357-359
Flow control, 18, 208, 209-216,
232-236, 561, 576, 659-663,
668-673
acknowledgment number (AN), 661
data link control protocol, 208,
209-216
defined, 18, 208
IP design, 576
performance issues, 232-238
persist timer, 669
protocol function, 561
reliable network service transport,
659-663
sequence number (SN), 661
sliding-window, 212-216, 234-236
stop-and wait, 210-212, 232-234
unreliable network service, 668-673
window (W), 661
Flow label, IPv6, 590, 591-592
Forward explicit congestion
notification (FECN), 393
4B/5B-NRZI encoding, 508-510
Four-level PSK, see Quadrature phase-
shift keying (QPSK)
Fourier analysis, 835-840
aperiodic signals, 837, 839-840
periodic signals, 836-837, 838
recommended reading, 840
series representation, 836-837, 838
transform representation, 837,
839-840
Fragment header, IPv6, 588, 594-595
Fragment Offset field, IP protocol,
578-579
Fragmentation and reassembly,
558-559, 573-576, 729
Data Length, 574
Data Unit Identifier (ID), 574
IP design, 573-576
More Flag, 574, 575
Offset, 574, 575
protocol function, 558-559
SSI Record Protocol, 729
Frame Check Sequence (FCS), 492,
541

Frame forwarding, 471
Frame ordering, video compression,
807-808
Frame relay, 23, 319-323, 388-394
Address field extension (EA), 323
background of, 320-321
backward explicit congestion notifi-
cation (BECN), 393
committed burst size, 391
committed information rate (CIR),
390-392



congestion avoidance, 389, 393-394
congestion control, 388-394
congestion recovery, 389
control plane, 321
data link connection identifier
(DLIC), 323
discard eligibility (DE), 390
discard strategy, 389
excess burst size, 391
explicit signaling, 393-394
Flag and Frame Check Sequence
(FCS) field, 323
forward explicit congestion notifica-
tion (FECN), 393
implicit signaling, 389
network response, 393
networks and, 23
protocol architecture, 321-322
traffic rate management, 389-392
user data transfer, 322-323
user plane, 321-322
user response, 393-394
Frame structure, physical layer, 546,
548
Frame transmission, LAN topologies,
453-455
Frames, 185, 208, 213, 214-215,
216-221,223-225,250-252,
256-258, 259, 256-258, 259, 485,
490-492, 496, 541-543, 807-808
acknowledgement, 215
anchor frame, video compression,
805
bursting, Gigabit Ethernet, 496
check sequence (FCS) field, HDLC,
225
collision, 485
control, 542
damaged, 216, 219
data, 214-215, 542
defined, 185
error control, 216-221
formats, TDM, 256-258, 259
high-speed LANs, 490492
IEEE 802.11 format, 541-543
IEEE 802.3 protocol, 490-492
information (I-frames), 224
lost, 216
MAGC, 490-492, 541-543
management, 534
ordering, video compression,
807-808
SONET/SDH formats, 256-258
statistical TDM formats, 259
structure, HDLC, 223-225
supervisory (S-frames), 224
synchronization, 208
TDM, 250-252
unnumbered (U-frames), 224
window of, 213
Framing, 184, 251-252
error, asynchronous transmission,
184
link control, TDM, 251-252
Free space loss, 129-132
Frequency, 67, 68-69, 70-72, 77, 105,
116, 117, 126, 416-417, 427, 430,
836
borrowing, 417
center, 77
dc component, 72
defined, 68-69
diversity, 427, 430
domain, 67, 70-72
fiber optic transmission, of, 116

fundamental, 72, 836
infrared, 117
microwave, 117
radio, 117
reuse, 416417
spectrum, 72
transmission media, of, 105
wireless transmission bands, 126
Frequency division multiplexing
(FDM), 240, 241, 242-248
analog carrier systems, 246-247
channel, 243
characteristics of, 242-246
dense wavelength division multi-
plexing (DWDM), 247-248
subcarrier, 243
TV signals, 243-244
use of, 240, 241
voiceband signals, 244-246
wavelength division multiplexing
(WDM), 247-248
Frequency-hopping spread spectrum
(FHSS), 275, 277-282, 543,
544-545
approach to, 277-279
binary phase shift keying (BPSK),
using, 277-278
chipping signal, 279
defined, 275
frequency shift keying (FSK), using,
277-279
IEEE 802.11 physical layer, 543,
544-545
multiple phase shift keying (MFSK),
using, 279-282
performance considerations, 282
pseudonoise (PN), 277
Frequency modulation (FM), 171-174
Frequency shift keying (FSK), 139,
152-154,277-279, 279-282
binary (BFSK), 152-154, 278
defined, 139
digital data, analog signal encoding,
152-154
FHSS using, 277-279, 279-282
full-duplex, 153
multiple (MFSK), 153-154, 279-282
signal encoding schemes, 152-154
Full-duplex transmission, 67, 153, 203
Fundamental frequency, 72

G
Gateway, HTTP, 788
General query, IGMP, 611
Generic Flow Control (GFC), ATM
cells, 336, 338-339
GFR, see Guaranteed frame rate
(GFR)
Gigabit Ethernet, 483, 495-497
carrier extension, 495
frame bursting, 496
media access layer, 495-496
physical layer, 496-497
Global applicability, addressing, 563
Global nonambiguity, addressing, 563
Global Positioning System (GPS),
122-123
Go-back-N ARQ, 217-221, 238
Goodbye (BYE), RTCP, 828, 831
Graceful degradation, CDMA, 430
Ground wave propagation, 125, 127
Group Address, IGMP, 611
Group-and-source-specific query, 611
Group record, IGMP, 612, 613
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Group-specific query, IGMP, 611
Guaranteed frame rate (GFR), 345,
348, 406408
ATM service, 345, 348
buffer management, 407
conformance, 408
policing, 407
quality of service (QoS) eligibility
test, 408
rate guarantees, mechanisms for
supporting, 406-407
scheduling, 407408
tagging, 407
traffic management, ATM, 406408
Guaranteed service, ISA, 632-633
Guided transmission media, 67, 103,
104-116
attenuation of, 108
coaxial cable, 112
defined, 67, 103
optical fiber, 112-116
point-to-point characteristics, 67,
104, 106
twisted pair, 104-111

H
Half-dulpex transmission, 67,
202-203
Hamming distance, 197
Handoff, 422, 528
MTSO, 422
wireless LANSs, 528
Handshake, 670-673, 730-732
connection establishment, 670-673
Protocol, 730-732
three-way procedure, 671-673
Harmonics, defined, 836
Hash functions, 716-720
one-way, 716-717
secure, 717-718, 720
Secure Hash Algorithm (SHA),
718-720
HDLC, see High-level data link
control (HDLC)
Headend, 264, 453
cable, 264
tree topology, 453
Header checksum, IP protocol, 579
Header Error Control (HEC) field,
ATM, 338, 339-340
Header fields, HTTP, 790-791,
792-793, 794, 794-795
entities, 794-795
general messages, 790-791
request messages, 792-793
response messages, 794
Header section, DNS messages,
782-784
Headers, 223, 336-338, 583, 590-592,
593-595, 676-679, 818-819,
819-820, 824-826
fixed, RTP, 824-826
ATM format, 336-338
flow label, 591-592
HDLC, 223
ICMP, 583
IPv6, 590-592, 593-595
request messages, SIP, 818-819
response messages, SIP, 819-820
TCP, 676-679
High data rate digital subscriber line
(HDSL), 268-269
High-density bipolar-3 zeros (HDB3),
150-151
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High-level data link control (HDLC),
222-228
address field, 224
asynchronous balanced mode
(ABM), 222
asynchronous response mode
(ARM), 222
basic characteristics of, 222
commands and responses, 225
control field, 224
data transfer, 226
data transparency, 224
disconnect (DISC), 226
flag fields, 223-224
frame check sequence (FCS) field,
225
frame structure, 223-225
header, 223
information field, 224-225
information frames (I-frames), 224
initialization, 226
normal response mode (NRM), 222
operation, 225-228
supervisory frames (S-frames), 224
trailer, 223
unnumbered frames (U-frames),
224
High-speed LANSs, 14-15, 445, 450,
482-521. See also Wireless
LANs
centralized server farms, 484
CSMA/CD model, 517-518
digital signal encoding, 508-514
emergence of, 14-15, 483-485
Ethernets, 483, 485-500
Fibre Channel, 483, 500-504
IEEE 802.3, 485-495
introduction to, 445, 483
local backbone, 15, 485
medium access control (MAC),
485-492
office networks, 450
performance issues, 514-518
power workgroups, 484
propagation delay, 514-517
recommended reading and Web
sites, 504-506
scrambling, 518-521
transmission rate, 514-517
wireless, 483
High-speed local backbone, 15, 485
Hop-by-Hop Options header, IPv6,
588, 593-594
Hop Limit field, IPv6, 590
Host, network service, 25, 658
Host-to-host layer, TCP/IP, 35-36
HTTP, see Hypertext Transfer Protocol
(HTTP)
Hubs, 447, 454, 473-475
header (HHUB), 473-474
intermediate (IHUB), 473-474
star topology, 454
switches and, 474-475
Huffman coding, video compression,
804
Hypertext Transfer Protocol (HTTP),
700, 774, 784-798
cache, 788
entities, 794-795
gateway, 788
key terms for, 785
messages, 788-794
origin server, 786
overview of, 784-788
proxy, 787

recommended reading and Web site,
795-796

tunnel, 788

use of, 700, 744, 784

user agent, 786

I
ICMP, see Internet Control Message
Protocol (ICMP)
Identification, IP protocol, 577
Identification field, IP protocol, 578
Identification function, RTCP, 826
Identifier restriction, VPC, 334
Idle code, NRZI encoding, 510
Idle state, defined, 183
IEEE 802, 457-460
LAN reference model, 457-460
logical link control (LLC) layer,
458-460
medium access control (MAC),
458-460
physical layer, 457
IEEE 802.11, 523, 531-535, 535-543,
543-549, 549-550
access and privacy services, 550
access point (AP), 532
architecture, 531-533
association-related services, 535
authentication, 550
basic services set (BSS), 532
deauthentication, 550
distribution system (DS), 532,
534-535
extended service set (ESS), 533
1IEEE 802.11a, 543, 545-547
IEEE 802.11b, 547-548
IEEE 802.11g, 548-549
independent basic services set
(IBSS), 532
MAC frame, 541-543
MAC service data units (MSDU)
delivery, 534-535
medium access control (MAC),
534-535, 535-543
physical layer, 543-549
portal, 532
privacy, 550
reliable data delivery, 536
security considerations, 549-550
services, 533-535
Wi-Fi Protected Access (WPA), 550
Wired Equivalent Privacy (WEP) al-
gorithm, 550
Wireless Fidelity (Wi-Fi) Alliance,
532

IEEE 802.3, 485-495
Ethernet specifications, 485-495
full duplex operation, 494-495
MAC frame for, 490-492
medium access control (MAC),
485-492
mixed configurations, 495
100BASE-T4, 494
100BASE-X, 494
100-Mbps specifications, 493
10-Mbps specifications, 492-493
IFS, see Interframe space (IFS)
IGMP, see Internet Group
Management Protocol (IGMP)
Image, media type, 50
Image type, MIME, 756
Implicit congestion signaling, 385, 389
congestion recovery, 389
technique, 385

Impulse noise, 90-91
Independent basic services set (IBSS),
802.11 model, 532
Index of refraction, 128
Indication primitive, 47
Inelastic traffic, 51-52, 628
delay, 52, 628
ISA, 628
jitter, 628
multimedia, 51-52
packet loss, 52, 628
throughput, 51, 628
Information field, HDLC, 224-225
Information frames (I-frames), 224
Information security, 702-703
Infrared, 117, 125, 544, 545
frequency range, 125
IEEE 802.11 physical layer, 544, 545
pulse position modulation (PPM), 545
wireless transmission, 125
Infrared (IR) LANS, 528-530
defined, 528
diffused configuration, 530
directed-beam, 529
omnidirectional configuration, 529
strength and weaknesses of, 529
transmission techniques, 529-530
Institute of Electrical and Electronics
Engineers (IEEE), 7, 457-460
802 reference model, 457-460
introduction to, 7
Integrated Services Architecture
(ISA), 604, 625-636
approach of, 628-629
classifier and route selection, pack-
ets, 630-631
components of, 629-631
controlled load service, 633
elastic traffic, 625-628
first-in-first-out queuing (FIFO),
633-634
functions, 629
guaranteed service, 632-633
inelastic traffic, 628
Internet traffic, 625-628
ITEF development of, 625
packet discard, 629
packet scheduler, 631
QoS transport, 625, 628-629
queuing discipline, 633-636
Resource ReSerVation Protocol
(RSVP), 604, 635-636
routing algorithm, 629
services of, 631-633
traffic specification (Tspec), 631-632
use of, 604
weighted fair queuing (WFQ), 634
Integration, 22, 86
analog and digital data, 86
defined, 22
Integrity, defined, 703
Interface, defined, 17
Interference, 87, 104, 132-133
intersymbol, 87
multipath, wireless transmission,
132-133
transmission media and, 104
Interframe space (IFS), 537-540
CSMA, rules for access, 537-538
DCF delay, 537
distributed coordination function
(DIFS), 539
point coordination function (PIFS),
539

short (PIES), 539



Interior router protocol (IRP),
615-616
Interlacing, bandwidth technique, 79
Intermediate system (IS), 566-567
Intermodulation noise, 90
International Organization for
Standardization, see ISO
International Reference Alphabet
(IRA), 79-80
International Telecommunications
Union (ITU), 8,255
introduction to, 8
Telecommunication Standardization
Sector (ITU-T), 8, 255
Internet, 25-29, 554-555, 556-602,
603-654, 699-833
applications, 699-833
architecture, 25-29
central office (CO), 27,28
customer premises equipment
(CPE), 26-27, 28
defined, 566
Differentiated Services (DS) archi-
tecture, 604, 636-645
hosts, 25
Integrated Services Architecture
(ISA), 604, 625-636
internetwork operation, 603-654
IP address, 25
IP datagrams (packets), 25
IPv6, 586-595
key elements of, 25
network access point (NAP), 28-29
network service provider (NSP),
origins of, 25
point of presence (POP), 26, 27-28
protocols, 554-555, 556-602
routers, 25
security (IPSec), 596-599, 732-736
service provider (ISP), 26, 27-28
traffic, 625-628
virtual private networks (VPN),
596-599
Internet Applications, 699-700,
701-742,743-772, 773798,
799-833
Domain Name System (DNS), 700,
774-784
electronic mail, 699, 744-760
Hypertext Transfer Protocol
(HTTP), 700, 774, 784-798
Internet directory service, 700,
774-784
multimedia, 700, 799-833
Multi-Purpose Internet Mail
Extension Protocol (MIME),
744, 752-760
network management, 699, 744,
760-772
network security, 699, 701-742
Simple Mail Transfer Protocol
(SMTP), 41, 48, 744, 745-752
Simple Network Management
Protocol (SNMP), 744, 760-770
‘Web access, 700, 774, 784-798
Internet Architecture Board (IAB), 7,
596, 732
Internet Control Message Protocol
(ICMP), 582-585
address mask request/reply, 585
destination unreachable, 584
echo/echo reply, 584-585
headers, 583
parameter problem, 584

redirect, 584
source quench, 584
time exceeded, 583
timestamp/timestamp reply, 585
Internet directory service, see Domain
Name System (DNS)
Internet Engineering Task Force
(IETF), 7, 39, 625, 646-649
introduction to, 7
IP Performance Metrics (IPPM)
Working Group, 646-649
IPv6, development of, 39
ISA development, 625
Internet Group Management Protocol
(IGMP), 610-614
general query, 611
group-and-source-specific query, 611
group record, 612, 613
group-specific query, 611
IPv6, group membership with, 614
Membership Query message,
611-613
Membership Report message, 612,
613

message format, 611-613
operations, 613-614
use of, 610-611
Internet Header Length (IHL), IP
protocol, 578
Internet Protocol (IP), 35, 39-40,
554-555, 556-602
Address Resolution Protocol
(ARP), 585-586
addresses, 579-582
base functions, 558-565
connectionless internetworking,
570-571
data unit identifier (ID), 574
datagram lifetime, 573
design issues, 572-576
error control, 576
fields, 577-579
fragmentation and reassembly,
573-576
headers, 39-40
Internet Control Message Protocol
(ICMP), 582-585
internetworking, principles of,
566-569
introduction to, 554-555, 557
IPv6, 39-40, 586-595
layer, 35
next-generation, 557, 586-588
operation, 569-576
recommended reading and Web
sites, 599-600
routing, 573
security (IPSec), 596-599
service primitives, 576-577
virtual private networks (VPN),
596-599
Internet Society (ISOC), 7
Internetwork operation, 554-555,
603-654
autonomous system (AS), 614-616,
623-625
Border Gateway Protocol (BGP),
618-623
Differentiated Services (DS) archi-
tecture, 604, 636-645
Integrated Services Architecture
(ISA), 604, 625-636
introduction to, 554-555, 604-605
IP performance metrics, 646-649
multicasting, 604, 605-614
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Open Shortest Path First (OSPF)
Protocol, 623-625, 626, 627
queuing, 633-636, 640-641
recommended reading and Web
sites, 649-651
routing protocol, 604, 614-625, 626,
627
RSVP, 604
service level agreements (SLA),
645-646
Internetworking, principles of, 566-569
bridge, 567
connectionless operation, 568-569
end system (ES), 566
intermediate system (IS), 566-567
requirements of, 567-568
router, 567
terms for, 566
Interpolation, video compression,
806-807
Intersymbol interference (ISI), 87,
425-426
IP, see Internet Protocol (IP)
1P address, defined, 25
IP security (IPSec), 596-599, 732-736
applications of, 596-597, 598,
732-733
authentication header (AH), 599,
734-736
benefits of, 597
Computer Emergency Response
Team (CERT) Coordination
Center (CERT/CC), 732
Encapsulating Security Payload
(ESP), 599, 736
functions, 599
Internet Architecture Board (IAB),
596, 732
key exchange, 599
parameters, 733-734
protocol, 596-599
scope of, 733
security association (SA), 733-734
security parameters index (SPI), 733
IPv4 security, 732-736
1Pv6, 39-40, 557, 586-595, 732-736
addresses, 592-593
Authentication header, 588
Destination Options header, 588,
595

Encapsulating Security Payload
header, 588
flow label, 590, 591-592
Fragment header, 588, 594-595
headers, 590-592, 593-595
Hop-by-Hop Options header, 588,
593-594
IETF development of, 39
Internet protocol and, 39-40
next generation IP, 557, 586-588
Routing header, 588, 595
security, 732-736
structure of, 588-589
1S-95 CDMA scheme, 432-436
forward link, 432-434
reverse link, 435-436
1SO, 8, 42
introduction to, 8
OSI model, development of, 42
Isotropic antenna, 117
Iterative technique, DNS name
resolution, 782
ITU, see International
Telecommunications Union
(ITU)
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ITU Telecommunication
Standardization Sector (ITU-
T), 8,255
signal designations, SDH, 255
use of, 8

Jacobson’s algorithm, 686-688
Jitter, 628, 646, 809-810
delay, 809-810
inelastic traffic, 628
network, 646

K
Karn’s algorithm, 689—-690
Keepalive timer, 674
Key distribution, 711-713
center, 713
permanent key, 713
security service module (SSM), 713
session key, 712
Key exchange, IPSec, 599
Key management, 726-727

L

LAN, see Local area network (LAN)

Large-scale integration (LSI), 7, 86

Latency/speed effects, traffic control,
395

Least-cost algorithms, 367-372
Bellman-Ford, 370-371, 371-372
comparison of, 371-372
Dijkstra’s, 368-370, 371-372

License-free operation, wireless LANs,

528

Line configurations, 201-203
full-duplex transmission, 203
half-duplex transmission, 202-203
topology, 201-202

Line-of-sight (LOS), 125-129, 129-133
atmospheric absorption, 132
effective, 127
free space loss, 129-132
impairments, 129-133
multipath interference, 132-133
optical, 128-129
propagation, 125-129
radio, 128-129
refraction, 128, 133
transmission, 129-133

Link Access Protocol-Balanced

(LAPB), 318-319

Link control, 250-253
framing, 251-252
pulse stuffing, 252-253
TDM, 250-253

Link management, defined, 209

Link-state routing, 616-617

LLC, see Logical link control (LLC)

Local area network (LAN), 12, 14-15,

22,444-445, 446-481, 482-521,
522-553
backbone, 15, 450-451, 485, 527-528
backend networks, 448449
background of, 448-451
bridges, 465-473
bus topology, 447, 451-453, 454
digital signal encoding, 508-514
extension, 524-525
frame transmission, 453455
high-speed, 14-15, 445, 450, 482-521
hubs, 447, 454, 473-474

IEEE 802 reference model,
457-460
infrared (IR), 528-530
introduction to, 444, 447
logical link control (LLC), 458-460,
460-463
medium access control (MAC),
458-460, 463-465, 535-543
overview of, 444, 446481
performance issues, 514-518
personal computer, 448
propagation delay, 514-517
protocol architecture, 457-465
recommended reading and Web site,
478-479
ring topology, 447, 453, 455
scrambling, 518-521
spread spectrum, 528, 530
star topology, 447, 454
storage area network (SAN), 449
switches, 447, 473-478
topologies, 451-456
transmission media, 451, 455-457
transmission rate, 514-517
tree topology, 447, 451-453
trends of, 12
use of, 22, 24, 444-445
wireless, 445, 483, 522-553
Local loop, defined, 27
Local_Pref, 620
Logical connections, ATM, 331-335
control signaling, 335
virtual channel connection (VCC),
331, 333-335
virtual path connection (VPC),
331-333, 334-335
Logical link control (LLC), 458-460,
460-463
acknowledged connectionless ser-
vice, 460, 461
connection-mode service, 460, 461
IEEE 802 reference model layer,
458-460
protocol, 461-463
protocol data unit (PDU), 460
services, 460—461
unacknowledged connectionless ser-
vice, 460—461
LOS, see Line-of-sight (LOS)
Lossless compression, 801
Lossy compression, 801
Lost frame, 216

M

MAC, see Medium access control
(MAC)

MAIL command, SMTP, 750

Management agent, 630, 761-762

ISA, 630
SNMP, 761-762

Management frames, IEEE 802.11
MAG, 543

Management information base (MIB),
762,765,767

Management plane, ATM, 330

Management station, SNMP, 761

Manchester code, 147

Marker, DS traffic conditioning
function, 642-643

Masquerade, network attack, 704

Max Response Code, IGMP, 611

Media access layer, Gigabit Ethernet,
495-496

Media gateway (MG), 308-309

Media gateway controller (MGC),
308-309
Medium access control (MAC),
458-460, 463-465, 534-535,
535-543
contention, 464
distributed coordination function
(DCF), 536, 537-540
distributed foundation wireless
(DFWMAC), 536
frame, 460, 464-465, 541-543
IEEE 802 reference model layer,
458-460
IEEE 802.11 reference model,
534-535, 535-543
interframe space (IFS), 537-540
point coordination function (PCF),
536, 539, 540-541
reliable data delivery, 536
reservation, 464
round robin, 464
service data units (MSDU) delivery,
534-535
Membership Query message, IGMP,
611-613
Membership Report message, IGMP,
612,613
Message authentication, 713-720, 729
approaches to, 714-717
code (MAC), 715-716
encryption, without, 714
one-way hash function, 716-717
Secure Hash Algorithm, 718-720
secure hash functions, 717-718, 720
SSL Record Protocol, 729
symmetric encryption, using, 714
Message type, MIME, 755-756
Messages, 18, 534-535, 582-585,
611-613, 619-621, 704, 782-784,
788-794, 817-820
additional records section, DNS,
783,784
answer section, DNS, 783, 784
authority section, DNS, 783, 784
Backus-Naur Form (BNF), 788-790
distribution of within a distribution
system (DS), 534-535
Domain Name System (DNS),
782-784
formatting, 18
header fields, 790-791, 792-793, 794,
818-819, 819-820
header section, DNS, 782-784
Hypertext Transfer Protocol
(HTTP), 788-794
IGMP format, 611-613
integrity with privacy, WPA, 739
Internet Control Message Protocol
(ICMP), 582-585
Membership Query, IGMP, 611-613
Membership Report, IGMP, 612, 613
methods, 791-792, 817-818
modification of , 704
Notification, BGP, 621
question section, DNS, 783, 784
request, 791-793, 817-819
response, 793-794, 819-820
Session Initiation Protocol (SIP),
817-820
status codes, HTTP, 793
Meter, DS traffic conditioning
function, 642-643
MEFSK, see Multiple frequency shift
keying (MFSK)
Microcells, defined, 418



Microwave systems, 117, 119-124,
125-129, 132-133
antenna, 119-120
applications of, 119, 122-123
direct broadcast satellite (DBS), 122
frequency range, 117
Global Positioning System (GPS),
122-123
line of sight (LOS), 125-129, 132-133
multipath interference, 132-133
satellite, 120-124
terrestrial, 119-120
transmission characteristics of, 120,
123-124
transponder channels, 121
very small aperture terminal (VST),
122
MIME, see Multi-Purpose Internet Mail
Extension Protocol (MIME)
Mixer, RTP relay, 824
MLT-3 encoding, 510-511
Mobile communication, 419-422,
422-424, 424-427
environment, 424-427
fading, 422, 424-427
intersymbol interference (ISI),
425-4626
mobile telecommunications switch-
ing office (MTSO), 419-422
multipath propagation, 424-426
radio propagation effects, 422-424
signal strength, 422
Mobile telecommunications switching
office (MTSO), 419-422
call functions, 421-422
handoff, 422
mobile unit initialization, 420
mobile-originated call, 420
paging, 421
remote mobile subscriber, calls
to/from, 422
Modulation, 139-140, 141, 148-149,
162-165, 165-167, 169-171,
171-174, 545-546, 547-548
amplitude (AM), 169-171
angle, 171-174
baseband signal, 140
carrier signal, 139
complementary code keying (CCK),
547-548
defined, 139-140
delta (DM), 165-167
frequency (FM), 171-174
IEEE 802.11a, 545-546
IEEE 802.11b, 547-548
packet binary convolution coding
(PBCC), 548
phase (PM), 171-174
pulse amplitude (PAM), 163-164
pulse code (PCM), 162-165 , 254
pulse position (PPM), 545
quadrature amplitude (QAM), 161
quantizing noise, 163-164
rate, 141, 148-149
Modulo 2 arithmetic, 189-192
More Flag, IP fragmentation and
reassembly, 574, 575
Motion compensation, video
compression, 805
Moving Pictures Experts Group
(MPEG), 801, 803-805
multimedia compression standards,
801

video compression algorithm,
803-805

MPDU field, IEEE 802.11b, 548
Multi_Exit_Disc attribute, BGP, 620,
622
Multicast Address, IGMP, 613
Multicast addressing, 564, 593, 605
Multicast transmission, RSVP, 635, 636
Multicasting, 604, 605-614
applications of, 605
broadcast strategy, 606-607
defined, 604
Internet Group Management
Protocol (IGMP), 610-614
multicast strategy, 607-608
multiple unicast strategy, 607
requirements for, 608-610
Multilevel binary encoding technique,
146-147
bipolar-AMI scheme, 146
digital data, digital signal encoding,
146-147
pseudoternary, 146
Multilevel phase-shift keying (MPSK),
157-158
Multimedia, 48-53, 700, 799-833
applications, 50-51
audio, 50, 801-802
communications/networking, 52
compression, 52, 800-808
defined, 49
elastic traffic, 51-52
image, 50
inelastic traffic, 51-52
Internet applications, 700, 799-833
introduction to, 48-49
media types, 49-50
protocols, 52
quality of service (QoS), 52-53
real-time traffic, 808-811
Real-Time Transport Protocol
(RTP), 800, 820-831
recommended reading and Web
sites, 831-832
Session Description Protocol (SDP),
811, 820
Session Initiation Protocol (SIP),
800, 811-820
technologies, 52-53
text, 49-50
use of, 700, 800
video, 50, 803-808
voice over IP (VoIP), 811
Multipart type, MIME, 753, 755
Multipath interference, 132-133
Multipath resistance, CDMA, 430
Multiple frequency shift keying
(MFSK), 153-154, 279-282
FHSS using, 279-282
signal encoding scheme, 153-154
Multiplexing, 239-273, 276, 287-290,
545, 564-565, 658-659
asymmetrical digital subscriber line
(ADSL), 265-268
code division (CMA), 276
code division multiple access
(CDMA), 276, 287-290
defined, 240
dense wavelength division
(DWDM), 247-248
discrete multitone (DMT), 267-268
frequency division (FDM), 240, 241,
242-248
high data rate digital subscriber line
(HDSL), 268-269
introduction to, 240-241
network service, 658-659
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orthogonal frequency division
(OFDM), 545
protocol function, 564-565
recommended reading and Web
sites, 269-270
single line digital subscriber line
(SDSL), 269
statistical time division, 240, 241,
258-265
Synchronous Digital Hierarchy
(SDH), 255-258
Synchronous Optical Network
(SONET), 255-258
synchronous time division, 240,
248-258
time division (TDM), 240, 241,
248-258,258-265
very high data rate digital subscriber
line (VDSL), 268-269
wavelength division (WDM),
247-248
xDSL, 268-269
Multipoint transmission medium, 67
Multi-Purpose Internet Mail
Extension Protocol (MIME),
744, 752-760
audio type, 757
content types, 753-757
image type, 756
introduction to, 744, 752
message type, 755-756
multipart type, 753, 755
overview of, 753
text type, 753
transfer encodings, 757-760
video type, 756
Multirate, 3G cellular systems, 439-440

N

Near-far problems, CDMA, 430
Neighbor acquisition, BGP, 618
Neighbor reachability, BGP, 618
Network access layer, TCP/IP, 35
Network access point (NAP), defined,
Network classes, IP addresses, 579-580
Network interface, circuit switching,

Network jitter, 646
Network Layer Reachability
Information (NLRI) field, BGP,
620, 622
Network management, see Simple
Network Management Protocol
(SNMP)
Network reachability, BGP, 619
Network response, frame relays, 393
Network security, 699, 701-742
active attacks, 702, 704-705
Advanced Encryption Standard
(AES), 707-710
confidentiality, 703, 705-713
Data Encryption Standard (DEA),
707
defined, 703
digital signatures, 722-723
hash functions, 716-720
introduction to, 699, 7102-703
IP (IPSec), 732-736
message authentication, 713-720
passive attacks, 702, 704
public-key encryption, 702, 720-727
recommended reading and Web
sites, 739-740
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Network security (cont.)
requirements, 703
RSA algorithm, 723-726
Secure Sockets Layer (SSL),
727-732
symmetric encryption, 702, 705-713,
714

Wi-Fi Protected Access (WPA), 550,
737-739
Network service, 28-29, 45, 657-674
access point (NSAP), 45
addressing, 657-658
connection establishment, 663
connection termination, 663,
673-674
duplicate detection, 667-668
failure recovery, 674
flow control, 659-663, 668-673
multiplexing, 658-659
ordered delivery, 666
provider (NSP), 28-29
reliable sequencing, 657-665
retransmission strategy, 666-667
unreliable, 665-674
Networking, 12-16, 29-31, 526
ad hoc, 526
capacity requirements, 14
configuration, example of, 29-31
corporate wide area networking
(WAN), 15
data communications and, 12-16
digital electronics, 15-16
high-speed LANSs, emergence of,
14-15
services, 12-13
trends, 12-13
Networks, 14-15, 22-24, 25, 295-443,
444-553, 596-599
ARAPNET, 362-367
asynchronous transfer mode (ATM),
23-24,296, 328-350
cellular wireless, 296, 413-443
circuit switching, 23, 295, 301-304
congestion control, 296, 377-412
data, 377-412
frame relay, 23, 319-323
high-speed LANSs, 14-15, 445,
482-521
integration, 22
Internet connection, 25
introduction to, 22
local area (LAN), 22, 24,
444-553
packet switching, 23, 295, 298,
309-323, 352-372
routing, 296, 351-376
switched, 297-327, 351-376
virtual private (VPN), 596-599
wide area (WAN), 22-23,
295-443
wireless, 24, 296, 413-443, 445,
522-553
Next generation IP, motivation and
details of, 557, 586-588
Next Header field, IPv6, 590
Next_Hop attribute, BGP, 620, 621,
622
Nodes, 299, 300, 315-316, 502, 527
defined, 299
delay, circuit and packet switching,
315-316
Fibre Channel network, 502
switched communication network,

wireless LAN requirements, 527

Noise, 89-91, 92, 93-94, 144, 163-164
channel capacity, 92, 93-94
crosstalk, 90
immunity, 144
impulse, 90-91
intermodulation, 90
quantizing, 163-164
Shannon capacity formula, 93-94
signal-to-noise ratio (SNR), 93-94
thermal, 89
transmission impairment, 89-91
white, 89

Nomadic access, wireless LANS,

525-526

Nonconfirmed service, defined, 48

Nonpersistent CSMA algorithm, 486

Non-real-time service, 345, 346-348

Non-real-time variable bit rate (nrt-

VBR), 345, 346
Nonreturn to Zero (NRZ), 144-145,
508-510
coding scheme, 508
conversion, NRZI to NRZ, 510
differential encoding, 144-145
digital signal encoding, 144-145,
508-510
4B/5B code, 508-510
high-speed LANs, 508-510
Nonreturn to Zero Invert (NRZI),
144, 508-509

Nonreturn to Zero-Level (NRZL), 144

Normal response mode (NRM), 222

Notification Message, BGP, 621

Nyquist bandwidth, 92-93

O
Offset, IP fragmentation and
reassembly, 574, 575
1-persitent protocol, CSMA, 487
Open Shortest Path First (OSPF)
Protocol, 623-625, 626, 627
autonomous system (AS), 623-625
directed graph, 632, 625
internetwork routing, 623-625, 626,
627
Open Systems Interconnection (OSI)
model, 4244, 44-48
addressing, 45
confirm primitive, 47
confirmed service, 48
indication primitive, 47
introduction to, 42-44
network service access point
(NSAP), 45
nonconfirmed service, 48
parameters, 46-48
primitives, 4648
protocol specifications, 45
request primitive, 47
response primitive, 47
service access point (SAP), 45
service definitions, 45
standardization within, 44-48
Optical fiber, 20, 112-116, 456
applications of, 113-114
cladding, 113
core, 113
description of, 112-113
fiber optic transmission, 20
graded-index multimode, 115
jacket, 113
LAN topology, 456
single-mode, 115
step-index multimode, 114-115

total internal reflection, 114
transmission characteristics of,
114-116
Option data, IP protocol, 577
Options field, 579, 679
IP protocol, 579
TCP, 679
Ordered delivery, 561, 666
Origin attribute, BGP, 620
Origin server, HTTP, 786
Orthogonal frequency division
multiplexing (OFDM), 545
Orthogonal property, CDMA, 288
OSI, see Open Systems
Interconnection (OSI) model
OSPF, see Open Shortest Path First
(OSPF) Protocol

P
p-persistent protocol, CSMA, 487488
Packet discard, ISA, 629
Packet loss, inelastic traffic, 52, 628
Packet switching, 23, 295, 298, 309-317,
317-319, 319-323, 352-362,
362-367, 367-372, 387-388
ARAPNET, 362-367
circuit switching, comparison to,
315-317
congestion control, 387-388
datagram approach, 310, 311
defined, 298
networks, 23, 352-362, 362-367,
367-372, 387-388
node delay, 315-316
packet size, 313-315
principles of, 309-317
propagation delay, 315-316
routing, 352-362, 362-367, 367-372
switching technique, 310313
transmission time, 315-316
use of, 23, 295, 298
virtual circuit approach, 310, 321-313
X.25 interfacing standard, 317-319
Packets, 25, 57-59, 313-315, 384-385,
630-631, 810, 827-831. See also
Datagrams
application-defined, 828, 831
choke, 384-385
classifier and route selection, ISA,
630-631
continuous data source, 811
Goodbye (BYE), 828, 831
IP datagrams, 25
ISA forwarding functions, 630-631
on/off source, 810
packet scheduler, ISA, 631
real-time traffic, 811
Receiver Report (RR), 828, 830
RTP Control Protocol (RTCP),
827-831
Sender Report (SR), 827-830
size of, 313-315, 810
Source Description (SDES), 828,
830
TFTP, 57-59
Pad, IEEE 802.3, 492
Padding, 579, 713, 824
IP protocol, 579
RTP header, 824
traffic, 713
Paging, cellular systems, 421, 433
Parabolic reflective antenna, 117-118
Parameter problem message, ICMP,
584



Parameters header, ICMP, 583
Parity check, 188-189
Passive attacks, 702, 704. See also
Encryption
Path Attributes field, BGP, 620621
Path-vector routing, 617-618
Payload, 337, 590, 825-826
ATM, Type (PT) field, 337
length field, IPv6, 590
RTP, Type, 825-826
PCEF, see Point coordination function
(PCF)
PCM, see Pulse code modulation
(PCM)
PDU, see Protocol data unit
Peak amplitude, 68
Peak cell rate (PCR), 402-403
Peer layers, protocol, 34
Performance metrics, 646-649
active techniques, 647
IP Performance Metrics (IPPM)
‘Working Group, 646-649
passive techniques, 647
types of, 647
Per-hop behavior (PHB), 642-645
assured forwarding (AF), 644-645
defined, 642
expedited forwarding (EF), 643-644
traffic conditioning functions,
642-643
Period, defined, 69
Periodic signal, 68, 836-837, 838
dc component, 836
defined, 68
Fourier series representation of,
836-837, 838
fundamental frequency, 836
harmonics, 836
Permanent key, defined, 713
Persist timer, flow control, 669
Personal communication networks
(PCNs), 437
Personal communication services
(PCSs), 437
Personal computer, LANSs, 448
Phase, defined, 69
Phase modulation (PM), 171-174
Phase shift keying (PSK), 139,
154-158,277-278, 282-284
binary (BPSK), 277-278, 282-284
defined, 139
digital data, analog signal encoding,
154-158
DSSS using, 282-284
FHSS using, 277-278
four-level, 155-157
multilevel (MPSK), 157-158
signal encoding schemes, 154-158
two-level (binary), 154-155
PHB, see Per-hop behavior (PHB)
Physical layer, 35, 340-343, 343-345,
457, 496-497, 543-549
cell-based, ATM, 340-343
channel structure, IEEE 802.11a,

545

coding, IEEE 802.11a, 545-546

complementary code keying (CCK),
547

direct sequence spread spectrum
(DSSS), 543, 544

frame structure, 546, 548

frequency-hopping spread spectrum
(FHSS), 543, 544-545

Gigabit Ethernet, 496497

1IEEE 802, 457

IEEE 802.11, 543-549
1IEEE 802.11a, 543, 545-547
IEEE 802.11b, 547-548
IEEE 802.11g, 548-549
infrared, 544, 545
modulation, 545-546, 547
orthogonal frequency division multi-
plexing (OFDM), 545
packet binary convolution coding
(PBCC), 548
PLCP Preamble field, 546, 548
pulse position modulation (PPM),
545
SDH-based, ATM, 343-345
TCP/IP, 35
Universal Networking Information
Infrastructure (UNNI), 545
Piggybacking, 214
Pilot channels, 433
Plaintext, defined, 705
PLCP header, IEEE 802.11b, 548
PLCP Preamble field, IEEE 802.11a
and b, 546, 548
Point coordination function (PCF),
536, 539, 540-541
DCEF access, 540-541
interframe space (PIFS), 539
Mac algorithm, 536
Point of presence (POP), defined, 26,
27-28
Point-to-point transmission medium, 67,
104, 106
Polar signaling, 141
Policing, 405, 407
GFR, 407
traffic, 405
Poll response, IEEE 802.11 MAC, 540
Polynomial division, 192-193
Port, 37, 658, 676
destination, 37, 676
network service, 658
TCP addresses, 37, 676
Portal, 802.11 model, 532
Postamble bit pattern, 185
Power Save-Poll PS-Poll)), IEEE
802.11 MAC, 542
Power spectral density (PSD), 837,
839-840
Power workgroups, 15
Preamble, IEEE 802.3, 490
Preamble bit pattern, 185
Prediction, video compression,
805-806
Primary station, HDLQ, 222
Priority, protocol transmission service,
565

Privacy, 86, 430, 550
CDMA, 430
digital transmission, 86
IEEE 802.11, 550
Wired Equivalent Privacy (WEP) al-
gorithm, 550
Private branch exchange (PBX), 305
Propagation delay, 315-316, 514-517
circuit and packet switching,
315-316
high-speed LANs, 514-517
Protocol, 32-61, 207-238, 321-322,
329-330, 457-465, 487-488, 503,
554-555, 556-602, 603-654,
655-698, 728-732, 744, 745-752,
752-760, 760-770, 774, 784-798,
800, 811-820, 820-831
Address Resolution (ARP), 585-586
addressing, 562-564
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Alert, SSL, 730

architecture, 32-61, 321-322,
329-330, 457-465, 503,
821-822

ATM, 329-330

basic functions of, 558-566

Border Gateway (BGP), 618-623

Change Cipher Spec, SSL, 730

connection control, 559-561

control, PDU information, 558

control plane, 321

CSMA, 487488

data link control, 207-238

data transfer, RTP, 822-825

data units (PDU),460, 558, 768-769

defined, 34

encapsulation, 558

error control, 216-221, 561-562

exterior router (ERP), 616

Fibre Channel, 503

File Transfer (FTP), 41

flow control, 209-216, 561

fragmentation, 558-559

frame relay, 321-322

Handshake, SSL, 730-732

high-level data link control
(HDLC), 222-228

Hypertext Transfer (HTTP), 700,
774, 784-798

IEEE 802 refiner model, 457-460

interfaces, 41-42

interior router (IRP), 615-616

Internet (IP), 35, 554-555, 556-602

Internet-based applications, 48

Internet Control Message (ICMP),
582-585

internetwork operation, 554-555,
603-654

internetworking, principles of,
566-569

introduction to, 33, 208-209

LAN, 457-465

logical link control (LLC), 458,
460-463

medium access control (MAC), 458,
463-465

multimedia, 52

multiplexing, 564-565

Multi-Purpose Internet Mail
Extension (MIME), 744,
752-760

need for, 33-34

1-persistent, 487

Open Shortest Path First (OSPF),
623-625, 626, 627

Open Systems Interconnection
(OSI) model, 42-44, 44-48

ordered delivery, 561

peer layers, 34

p-persistent protocol, 487-488

Real-Time Transport (RTP), 800,
820-831

recommended reading and Web site,
53-54

Record, SSL 728-730

routing, 604, 614-625, 626

RTP Control Protocol (RTCP), 821,
826-831

semantics, 34

Session Description (SDP), 800, 811,
820

Session Initiation (SIP), 800,
811-820

Simple Mail Transfer (SMTP), 41,
48,744, 745-752
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Protocol (cont.)
Simple Network Management
(SNMP), 744, 760-770
SNMPV2 operation, 767-769
SSL, 728-732
standardization within, 44-48
syntax, 34
TCP/1IP, 34-42
timing, 34
Transmission Control (TCP), 36,
656, 647-693
transmission services, 565
transport, 556, 655-698
Trivial File Transfer (TFTP), 57-61
User Datagram (UDP), 38-39, 41,
656, 693-694, 762-763
user plane, 321-322
Protocol data unit (PDU), 460, 558,
768-769
encapsulation, 558
logical link control (LLC), 460
MPDU field, IEEE 802.11b, 548
SNMPv2, 768-769
Proxy, HTTP, 787
Pseudonoise (PN), 277
Pseudorandom numbers, 276
PSK, see Phase shift keying (PSK)
Public-key encryption, 702, 720-727
certificate, 726-727
characteristics of, 722
digital signatures, 722-723
key management, 726-727
requirements, 722
RSA algorithm, 723-726
use of, 720-721
Public switched telephone network

(PSTN), 12

Public telecommunications network,
302-303

Pulse amplitude modulation (PAM),
164, 801

Pulse code modulation (PCM),
162-165, 254, 801
analog data, digital signal encoding,
140, 162-168
audio compression, 801
quantizing noise (error), 163-164
sampling theorem, 162
TDM digital carrier systems, 254
Pulse position modulation (PPM), 545
Pulse stuffing, 252-253

Quadrature amplitude modulation
(QAM), 161, 267
Quadrature phase-shift keying
(QPSK), 155-157
Quality of service (QoS), 12, 52-53, 334,
387, 406-408, 565, 625-629, 826
congestion, traffic management, 387
eligibility test, GFR, (408)
Integrated Services Architecture
(ISA), 625-636
multimedia, 52-53
protocol transmission service, 565
RTP Control Protocol (RTCP), 826
transport, 628-629
trend of, 12
VCC, 334
VPC, 334
Quantization, video compression, 804
Quantizing noise (error), 163-164
Querier’s querier interval code
(QQIC), IGMP, 611

Querier’s robustness variable (QRV),
IGMP, 611
Question section, DNS messages, 783,
784
Queuing, 629, 633-636, 640641
congestion control, DS, 640-641
DS discipline, 640
first-in-first-out (FIFO), 633-634
ISA discipline, 629, 633-636
service, DS, 640
weighted fair (WFQ), 634
Quoted-printable transfer encoding,

757758

R

Radio, 117, 124, 125, 128-129, 129-133,
422424

applications of, 124
atmospheric absorption, 132
broadcast, 124
frequency ranges, 117, 124
ground wave propagation, 125
line of sight (LOS), 125-129,
129-133
mobile propagation effects, 422-424
range, 117
refraction of waves, 133
scattering, 132
sky wave propagation, 125
transmission characteristics of, 124
RAKE receiver, CDMA cellular
system, 431
Random access, video compression,

Random routing, 359-360
Rate guarantees, GFR, 406-407
RCPT command, SMTP, 750
Read request (RRQ) packet, 58
Real-time service, 345-346
Real-time traffic, 808-811
applications, hard versus soft, 811
characteristics of, 809-810
delay jitter, 809-810
requirements for, 810-811
Real-Time Transport Protocol (RTP),
800, 820-831
application-level framing, 821-822
Control Protocol (RTCP), 821,
826-831
data transfer protocol, 822-826
integrated layer processing, 822
protocol architecture, 821-822
use of, 800, 820-821
Real-time variable bit rate (rt-VBR),
345, 346
Receive ready (RR), 218, 219, 226
acknowledgement, 218, 219
frame, HDLC, 226
Receiver, 17, 104, 541, 747
address, IEEE 802.11 MAC, 541
defined, 17
number of, 104
SMTP, 747
Receiver Report (RR), RTCP, 828, 830
Record Protocol, 728-730
Record Type field, IGMP
Recursive technique, DNS name
resolution, 782
Redirect message, ICMP, 584
Reflection, mobile communication, 424
Refraction, 128, 133
index of, 128
line-of-sight (LOS) and, 128, 133
radio waves, 133

Reject (REJ), 218, 219, 226
damaged, 219
frame, HDLC, 226
go-back-N technique, 218,219
Release of message contents, 704
Remote mobile subscriber, calls
to/from, 422
Repeaters, ring topology, 453
Replay, network attack, 704
Replies, SMTP, 748-749
Request messages, 791-793, 817-819
headers,792-793, 818-819
HTTP, 791-793
method, 719-792, 817-818
SIP, 817-819
Request primitive, 47
Request to Send (RTS), IEEE 802.11
MAGC, 542
Reservation protocol, ISA, 630
Reservations, 387, 464
congestion traffic management, 387
MAC traffic approach, 464
Reserved header, TCP, 677
Resource management, 400-402
Resource records (RRs), DNS,
777-778
Resource ReSerVation Protocol
(RSVP), 604, 635-636
characteristics of, 636
ISA functionality, 635-636
multicast transmission, 635, 636
soft state, 636
unicast transmission, 635, 636
use of, 604
Response messages, 793-794, 817,
819-820
code, SIP, 817
headers, 794, 819-820
HTTP, 793-794
SIP, 819-820
status codes, HTTP, 793
Response primitive, 47
Retransmission timer management,
683-690
exponential average, 684—686
exponential RTO backoff, 688-689
Jacobson’s algorithm, 686-688
Karn’s algorithm, 689-690
retransmission timer (RTO), 686
round-trip time (RTT), 684
RTT variance estimation, 686-688
simple average, 684
TCP congestion control, 683-690
Retransmission, 216, 666-667, 683-689
frames, 216
segments, 666667
TCP retransmission timer manage-
ment, 683-690
timer (RTO), 667, 686
unreliable network service, 666—-667
Retransmit policy, TCP, 681-682
Retransmit-SYN timer, 670
Reuse frequency, 416-417
Reverse control channels (RCCs),
428-429
RFC 822 format, SMTP, 751-752
Ring topology, 447, 453, 455
Roaming, wireless LANs, 528
Root name servers, DNS, 781
Round robin, MAC traffic approach,
464
Round-trip propagation time, traffic
and congestion control, 399
Round-trip time (RTT), 684
Route recording, IP protocol, 577



Routers, 25, 567
defined, 25
internetworking, 567
Routing, 162, 296, 351-376, 468-471,
573,577, 604, 614-625, 626, 627,
629, 630
adaptive, 360-362
algorithms, 362-367, 367-372, 629
approaches to, 616-618
ARAPNET, 362-367
bridges, LAN, 468-471
characteristics of, 353-356
decision time and place, 355
defined, 18
distance-vector, 616
fixed, 356-357, 468-471
flooding, 357-359
information update timing, 356
internetwork operation, 604,
614-625, 626, 627
introduction to, 296, 352
IP design, 573
ISA functions, 629, 630
least-cost algorithms, 367-372
link-state, 616-617
network information source,
355-356
packet-switching networks, 352-362,
362-367, 367-372
path-vector, 617-618
performance criteria, 353-355
protocols, 604, 614-625, 626, 627, 630
random, 359-360
recommended reading, 372-373
source, 470, 577
spanning tree algorithm, 470
strategies, 356-362
Routing header, IPv6, 588, 595
Routing protocols, 604, 614-625, 626,
627

autonomous system (AS), 614-616,
623-625
Border Gateway Protocol (BGP),
618-623
distance-vector routing, 616
exterior (ERP), 616
interior (IRP), 615-616
link-state routing, 616-617
Open Shortest Path First (OSPF)
Protocol, 623-625, 626, 627
path-vector routing, 617-618
use of, 604, 614
RSA public-key encryption algorithm,
723-726
RSVP, see Resource ReSerVation
Protocol (RSVP)
RTP Control Protocol (RTCP), 821,
826-831
application-defined packet, 828, 831
congestion control, RTCP
Goodbye (BYE), 828, 831
identification, 826
packet types, 827-831
Quality of service (QoS), 826
Receiver Report (RR), 828, 830
Sender Report (SR), 827-830
session control, 827
session size, 826-827
Source Description (SDES), 828,
830
RTP, see Real-Time Transport Protocol
(RTP)
RTT variance estimation, 686-688
Run-length encoding, video
compression, 804

S
S Flag, IGMP, 611
Sample metric, 647
Sampling theorem, 162
Satellite microwave, 120-124
Scaling and color conversion, video
compression, 803
Scattering, 116, 132, 425
fiber optic transmission, 116
mobile communication, 425
radio waves, 132
Scheduling, GFR, 407-408
Scrambling, 149-151, 510, 518-521
bipolar with 8-zeros substitution
(B8ZS), 150
defined, 510
digital data, digital signal encoding,
149-151
high-density bipolar-3 zeros
(HDB3), 150-151
high-speed LANs, 518-521
SDH-based physical layer, ATM,
343-345
Secondary station, HDLQ, 222
Secret key, defined, 705
Secure Socket Layer (SSL), 727-732
Alert Protocol, 730
architecture, 728
Change Cipher Spec Protocol, 730
Handshake Protocol, 730-732
Record Protocol, 728-730
Security, 18, 86, 528, 549-550, 565, 577,
596-599, 699, 701-742. See also
Network security
active attacks, 704-705
associations (SA), 733-734
authentication, 550
authenticity, 703
availability, 703
computer, 703
confidentiality, 703
deauthentication, 550
defined, 18
digital signatures, 722-723
digital transmission, 86
IEEE 802.11, 549-550
information, 702-703
integrity, 703
IP (IPSec), 596-599, 732-736
IP protocol, 577
message authentication, 713-720
network , 699, 701-742
passive attacks, 704
privacy, 550
protocol transmission service, 565
public-key encryption, 720-727
RSA algorithm, 723-726
Secure Sockets Layer (SSL),
727-732
symmetric encryption, 705-713
transmission, 528
virtual private networks (VPN),
596-599
Wi-Fi Protected Access (WPA), 550,
737-739
Wired Equivalent Privacy (WEP) al-
gorithm, 550
WLAN:S, 549
Segments, 37-38, 659-663, 665-674. See
also Network service
acknowledgment number, 661
checksum, 38
connection establishment, 663
connection termination, 663,
673-674
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duplicate detection, 667-668
failure recovery, 674
flow control, 659-663, 668-673
IP datagram, 38
ordered delivery, 666
retransmission strategy, 666-667
sequence number, 37, 661
TCP, 37
unreliable network service, 665-674
window, 661
Selective cell discard, 405
Selective fading, 426
Selective-reject, 221, 226, 237
ARQ, 221, 237
frame, HDLC, 226
Self-jamming, CDMA, 430
Semantics, 34, 61
TCP/IP, 34
TFTP, 61
Semipermanent VCC and VPC, 334,
335

Send policy, TCP, 681

Sender, SMTP, 746-747

Sender Report (SR), RTCP, 827-830

Sequence Control, IEEE 802.11 MAC,
541

Sequence number, TCP, 37, 676, 679
Server, SIP, 812
Server hierarchy, DNS, 779-782
root name servers, 781
zone, 779-781
Service access point (SAP), 45
Service level agreements (SLA),
645-646
Service parameters, 46-48, 576-577,
677
1P, 576-577
OSI model, 46-48
TCP, 677
Service primitives, 4648, 576-577,
675-676
1P, 576-577
request, TCP, 675
response, TCP, 676
types of, OSI model, 46-48
Service provider (ISP), defined, 26,
27-28
Service set ID (SSID), IEEE 802.11
MAGC, 541
Services, 12-13, 345-348, 460-461, 532,
533-535, 550, 565, 576-5717,
631-633, 675-676
access and privacy, IEEE 802.11, 550
acknowledged connectionless, 460,
461
association-related, 535
ATM, 345-348
available bit rate (ABR), 345, 347
basic service set (BSS), 532
best-effort, 347
connection-mode, 460, 461
constant bit rate (CBR), 345, 346
controlled load, ISA, 633
distribution system (DS), 532,
534-535
extended service set (ESS), 533
guaranteed, ISA, 632-633
guaranteed frame rate (GFR), 345,
348
IEEE 802.11 model, 533-535, 550
independent basic service set
(IBSS), 532
integration, 534-535
Internet protocol (IP), 576-577
ISA, 631-633
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LLC, 460461

MAC service data units (MSDU)
delivery, 534-535

message distribution using DS,
534-535

networking, 12-13

non-real-time, 345, 346-348

range of, 12-13

real-time, 345-346

TCP, 675-676

traffic specification (Tspec), ISA,
631-632

transmission, protocol, 565

unacknowledged connectionless,
460-461

unspecified bit rate (UBR), 345, 347

variable bit rates (VBRs), 345, 346

Session control, RTPC, 827

Session Description Protocol (SDP),

800, 811, 820

Session Initiation Protocol (SIP), 800,
811-820

client, 812

components, 812-814

messages, 817

multimedia support of, 811-820

operation, examples of, 814-817, 818

requests, 817-819

responses, 819-820

server, 812

Session Description Protocol (SDP),
800, 811, 820

Uniform Resource Identifier (URI),

use of, 800, 811
voice over IP (VoIP), 811

Session key, defined, 712
Session size, RTPC, 826-827
Shannon capacity formula, 93-94

Shaper, DS traffic conditioning

function, 642-643

Shielded twisted pair (STP), 109,

110-111

Signal interference and noise

reduction, 144

Signal spectrum, 143

Signal-to-noise ratio (SNR), 93-94

Signaling, 78, 139, 141, 254, 335,
385-386

analog, 139

bit, 254

control, ATM, 335

data rate, 141

defined, 78

digital, 139

explicit congestion, 385-386

implicit congestion, 385

meta-signaling channel, 335

modulation rate, 141

polar, 141

unipolar, 141

user-to-network signaling virtual
channel, 335

user-to-user signaling virtual chan-
nel, 335

Signals, 17, 67-72, 78, 80-86, 86-91,
99-101, 139, 140, 243-244,
244-246, 255,279, 422-424,
424-427, 836-840. See also
Bandwidth; Encoding

analog, 67, 80-86

analog transmission, 84-85

aperiodic, 68, 837, 839-840

attenuation, 99

bandwidths, 837, 839-840

baseband, 140

carrier, 139

chipping, 279

data, 78, 83-84

decibels and, 99-101

defined, 78

digital, 68, 80-86

digital transmission, 85-86

fading, 422, 424-427

Fourier series representation of,
836-837, 838

Fourier transform representation of,
837, 839-840

frequency, 68-69, 836

frequency domain, 67, 70-72

generation, 17

hierarchy, SONET/SDH, 255

mobile radio propagation effects,
422-424

peak amplitude, 68

period, 69

periodic, 68, 836-837, 838

phase, 69

power spectral density (PSD), 837,
839-840

sinusiod function, 69

strength, 99-101, 422

time domain, 67-70

transmission impairment, 86-91

TV, FDM, 243-244

voiceband, FDM, 244-246

wavelength, 70

Simple average, TCP congestion

control, 684

Simple Mail Transfer Protocol

(SMTP), 41, 48, 744, 745-752
commands, 748
connection closing, 751
connection setup, 749-750
envelope, 745
Internet-based application, 48
mail transfer, 750-750
operation of, 745-747
overview of, 747-749
protocol, 747
receiver, 747
replies, 748-749
RFC 822 format, 751-752
sender, 746-747
use of, 41, 744

Simple Network Management

Protocol (SNMP), 744,
760-770

architecture, 762-764

concepts of, 761-762

defined, 761

management agent, 761-762

management information base
(MIB), 762, 765

management station, 761

network management, defined, 18

network management systems,
760-761

recommended reading and Web site,
770-771

traps, 764

UDP and, 762-763

use of, 744, 760-761

version 1, 761-764

version 3 (SNMPv3), 769-770

version 2 (SNMPv2), 764-769

Simplex, RSVP, 636
Simplex transmission, 67
Single-bit error, 186

Single line digital subscriber line
(SDSL), 269
Singleton metric, 647
Sinusiod function, 69
SIP, see Session Initiation Protocol
(SIP)
64B/66B encoding, 513-514
Sky wave propagation, 125, 127
Sliding-window flow control, 212-216,
234-236
data link control protocol, 212-216
performance issues, 234-236
Slow fading, 426
Slow start, TCP congestion control,
690-691
SMTP, see Simple Mail Transfer
Protocol (SMTP)
SNMP, see Simple Network
Management Protocol (SNMP)
SNMPv3, 769-770
SNMPvV2, 764-769
data types, 767
elements of, 765-767
protocol data units (PDUs), 768-769
protocol operation, 767-769
structure of management informa-
tion (SMI), 765, 767
use of, 764
SNR, see Signal-to-noise ratio (SNR)
Socket, network service transport, 658
Soft state, RSVP, 636
Softswitch architecture, 307-309
Source, defined, 16
Source address, 464, 492, 541, 577, 590
IEEE 802.11 MAC, 541
IEEE 802.3, (SA), 492
IGMP, 613
IP protocol, 577, 579
1Pv6, 590
MAC, 464
Source Description (SDES), RTCP,

Source Input Format (SIF), 803
Source quench message, ICMP, 584
Source routing, 470, 577
1IEEE 802, 470
IP protocol, 577
Sources, number of, IGMP, 613
Space diversity, 427
Space division switching, 305-307
Spanning tree, 470, 471-473
address learning, 471-472
algorithm, 470, 472-473
approach, 471-473
forwarding database, 471
frame forwarding, 471
Spectral allocation, AMPS, 427-428
Spectrum, defined, 72
Spread spectrum, 274-294
code division multiple access
(CDMA), 275, 276, 287-290
concept of, 276
defined, 275
direct sequence (DSSS), 275,
282-286, 289-290
frequency-hopping (FHSS), 275,
277-282
introduction to, 275
recommended reading and Web site,
290
Spread spectrum LANS, 528, 530
configuration of, 530
defined, 528
FCC licensing, 528, 530
transmission issues, 530



Star topology, 447, 454
Start Frame Delimiter (SFD), IEEE
802.3, 490
Start-of-frame delimiter, [EEE
802.11b, 548
Stations, 222, 299
HDLAQ, 222
network devices, 299
Statistical metric, 647
Statistical multiplexing, VPC, 402
Statistical time division multiplexing,
240, 241, 258-265
cable modem, 264-265
characteristics of, 258-260
defined, 240, 241
frame formats, 259
performance of, 260-264
Status codes, HTTP, 793
Stop-and-wait, 210-212, 217, 232-234,
237

acknowledgement frame, 215
ARQ, 217,237
data frame, 214-215
data link control protocol, 210-212
flow control, 210-212, 232-234
performance issues, 232-234, 237
piggybacking, 214
transmission time, 211-212, 232-234
Stop element, asynchronous
transmission, 183
Storage area network (SAN), 449
Store-and-forward switch, 476
Stream delimiter, start and end of,
NRZI, 510
Stream identification, IP protocol, 577
Structure of management information
(SMI), SNMPv2, 765, 767
STS-1 (Synchronous Transport level
1), see Synchronous Optical
Network (SONET)
Subcarrier, defined, 243
Subnets and subnet masks, IP
addresses, 580-582
Subnetworks, 36, 477-478, 566
address, 38
internetworking, 566
LAN switches and, 477478
TCP/IP, 36
Subscriber line, 302
Subscribers, public
telecommunications network,
302
Supervisory frames (S-frames), 224
Sustainable cell rate (SCR), 402-403
Switched communications networks,
296, 297-327, 351-376
ARAPNET, 362-367
circuit switching, 295, 298, 301-304,
304-309, 315-317
example of, 299-300
frame relay, 319-323
least-cost algorithms, 367-372
nodes, 299, 300
packet switching, 295, 298, 309-317,
317-319, 319-323, 352-362,
362-367, 367-372
recommended reading and Web
sites, 324
routing, 296, 351-376
X.25 interfacing standard, 317-319
Switched VCC and VPC, 334
Switches, 447, 473-478
broadcast storm, 477
cut-through, 476
hubs and, 474-475

LAN use of, 447, 473-478
layer 3, 476-478
layer 2, 474-475
store-and-forward, 476
subnetworks, 477
Symmetric encryption, 702, 705-713,
714
Advanced Encryption Standard
(AES), 707-710
brute force attack, 706
ciphertext, 706
cryptanalysis, 706
Data Encryption Standard (DES),
707
decryption algorithm, 706
encryption algorithms, 705, 707-710
key distribution, 711-713
location of devices, 710-711
message authentication using, 714
plaintext, 705
requirements for, 706
secret key, 705
traffic padding, 713
Synchronization, 17-18, 181, 443
channels, 433
digital data, 181
signals,17-18
Synchronization source (SSRC)
indentifier, 825
Synchronous Digital Hierarchy
(SDH), 255-258
frame formats, 256-258
ITU-T designations, 255
signal hierarchy, 255
Synchronous Optical Network
(SONET), 255-258
frame formats, 256-258
overhead bits, 257
overhead octets, 256
signal hierarchy, 255
STS-1 (Synchronous Transport level
1), 255-258
Synchronous time division
multiplexing, 240, 248-258
characteristics of, 248-250
defined, 240
digital carrier systems, 253-255
Synchronous Digital Hierarchy
(SDH), 255-258
Synchronous Optical Network
(SONET), 255-258
TDM link control, 250-253
Synchronous transmission, 181,
182-183, 185-186
defined, 181
frame, 185
postamble bit pattern, 185
preamble bit pattern, 185
Syntax, 34, 61
TCP/IP, 34
TFTP, 61

T

Tagging, GFR, 407

TCP, see Transmission Control

Protocol (TCP)

TCP/IP, 34-42, 48
application layer, 36
applications of, 41
File Transfer Protocol (FTP), 41, 48
host-to-host layer, 35-36
Internet-based applications, 48
internet layer, 35
Internet Protocol (IP), 35, 39-40
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IP datagram, 38
layers, 34-36
network access layer, 35
operation of, 36-38
physical layer, 35
ports, 37
protocol architecture, 34-42
protocol interfaces, 41-42
segments, 37-38
Simple Mail Transfer Protocol
(SMTP), 41, 48
subnetworks, 36
TELNET, 41, 48
Transmission Control Protocol
(TCP), 36
transport layer, 35-36
User Datagram Protocol (UDP)
and, 38-39, 41
TDM, see Time division multiplexing
(TDM)
TELNET, 41, 48
10-Gpbs Ethernet, 497-500
Terminal equipment (TE), 338
Terrestrial microwave, 119-120
Text, media type, 49-50
Text type, MIME, 753
TFTP, see Trivial File Transfer Protocol
(TFTP)
Thermal noise, 89
Third generation (3G) cellular
systems, 432-440
bandwidth, 439
chip rate, 439
design considerations, 438-440
interfaces, 437-438
multirate, 439-440
personal communication networks
(PCNs), 437
personal communication services
(PCSs), 437
Three-way handshake procedure,
671-673
Throughput, 51, 527, 628
inelastic traffic, 51, 628
wireless LANSs, 527
Time division multiplexing (TDM),
240, 241, 248-258, 258-265
digital carrier systems, 253-255
link control, 250-253
statistical, 240, 241, 258-265
synchronous, 240, 248-258
use of, 240, 241
Time division switching, 307
Time domain, 67-70
Time exceeded message, ICMP, 583
Time to live, IP protocol, 577, 579
Timers, 667, 669, 670, 674, 686
keepalive, 674
persist, 669
retransmission (RTO), 667, 686
retransmit-SYN, 670
transport protocol, 667
Timestamp, 577, 585, 825
ICMP, 585
IP protocol, 577
reply message, 585
RTP, 825
Timing, 34, 61, 355, 356, 399-400,
539-540
cell insertion time, 399
connection duration, 399
decision time, routing, 355
information update, routing, 356
interframe space (IFS), 802.11
MAC, 539-540
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Timing (cont.)
long term, 399
round-trip propagation time, 399
TCP/TP, 34
TFTP, 61
traffic and congestion control,
399-400
Top-down approach, 3-5

Topologies, 201-202, 451-456, 454, 504

bus, 451-453, 454
defined, 451

digital data communication, 201-202

Fibre Channel, 504
hub, 454
LAN:S, 451-456
ring, 453, 455
star, 454
transmission media, choice of,
455-456
tree, 451-453
Total Length field, IP protocol, 578
Total Path Attributes Length field,
BGP, 620
Traffic, 12, 51-52, 334, 405-406, 420,
429, 433, 625-628, 631-632,
642-643, 704, 713, 808-811
analysis, network attack, 704
channels, 420, 429, 433
classifier, DS, 642-643
conditioning functions, DS PHB,
642, 642-643
defined, 12
digital channels, 429
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